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Summary

CVE CVE-2015-1473

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-04-08 10:59:00 UTC

Updated 2023-11-07 02:24:00 UTC

Description The ADDW macro in stdio-common/vfscanf.c in the GNU C Library (aka glibc or libc6) before 2.21 does not properly consider data-type size during a risk-management decision for use of the alloca function, which might allow context-dependent attackers to cause a denial of service (segmentation violation) or overwrite memory locations beyond the stack boundary via a long line containing wide characters that are improperly handled in a wscanf call.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 10.04 All All All

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 14.10 All All All

Operating System Canonical Ubuntu Linux 10.04 All All All

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 14.10 All All All

Application Gnu Glibc All All All All

References

Reference Source Link Tags

oss-security - Re: CVE request: heap buffer overflow in glibc swscanf MLIST openwall.com

sourceware.org Git - glibc.git/commit sourceware.org

Oracle Linux Bulletin - October 2015 CONFIRM www.oracle.com

glibc CVE-2015-1473 Unspecified Security Vulnerability BID www.securityfocus.com

USN-2519-1: GNU C Library vulnerabilities | Ubuntu UBUNTU www.ubuntu.com
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sourceware.org Git - glibc.git/commit CONFIRM sourceware.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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