
CVE-2015-1480
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2015-1480

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-02-04 16:59:00 UTC

Updated 2018-10-09 19:55:00 UTC

Description ZOHO ManageEngine ServiceDesk Plus (SDP) before 9.0 build 9031 allows remote authenticated users to obtain sensitive ticket information via a (1) getTicketData action to servlet/AJaxServlet or a direct request to (2) swf/flashreport.swf, (3) reports/flash/details.jsp, or (4) reports/CreateReportTable.jsp.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Manageengine Servicedesk Plus All All All All

References

Reference Source Link

117499 OSVDB osvdb.org

ManageEngine ServiceDesk Plus 9.0 Privilege Escalation ≈ Packet Storm MISC packetstormsecurity.com

SecurityFocus BUGTRAQ www.securityfocus.com

www.manageengine.com/products/service-desk/readme-9.0.html MISC www.manageengine.com

ManageEngine ServiceDesk Plus User Privileges Management Vulnerability | Rewterz - Information Security MISC www.rewterz.com

ManageEngine ServiceDesk Plus 9.0 < Build 9031 - User Privileges Management - JSP webapps Exploit EXPLOIT-DB www.exploit-db.com

ManageEngine ServiceDesk Plus Privilage Escalation Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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