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CVE CVE-2015-1563
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-02-09 11:59:00 UTC
Updated 2018-10-30 16:26:00 UTC
Description The ARM GIC distributor virtualization in Xen 4.4.x and 4.5.x allows local guests to cause a denial of service by causing a I

/ |

1|

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 21 All All All
Operating System Fedoraproject Fedora 21 All All All
Operating System Xen Xen 4.0.0 All All All
Operating System Xen Xen 4.01 All All All
Operating System Xen Xen 4.0.2 All All All
Operating System Xen Xen 4.0.3 All All All
Operating System Xen Xen 404 All All All
Operating System Xen Xen 4.1.0 All All All
Operating System Xen Xen 411 All All All
Operating System Xen Xen 4.1.2 All All All
Operating System Xen Xen 413 All All All
Operating System Xen Xen 414 All All All
Operating System Xen Xen 415 All All All
Operating System Xen Xen 4.1.6.1 All All All
Operating System Xen Xen 4.2.0 All All All
Operating System Xen Xen 421 All All All
Operating System Xen Xen 422 All All All
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Operating System Xen Xen 423 All All All
Operating System Xen Xen 4.3.0 All All All
Operating System Xen Xen 4.3.1 All All All
Operating System Xen Xen 4.4.0 All All All
Operating System Xen Xen 4.4.0 rci All All
Operating System Xen Xen 4.41 All All All
Operating System Xen Xen 45.0 All All All
Operating System Xen Xen 4.0.0 All All All
Operating System Xen Xen 4.01 All All All
Operating System Xen Xen 4.0.2 All All All
Operating System Xen Xen 4.0.3 All All All
Operating System Xen Xen 4.0.4 All All All
Operating System Xen Xen 41.0 All All All
Operating System Xen Xen 411 All All All
Operating System Xen Xen 41.2 All All All
Operating System Xen Xen 413 All All All
Operating System Xen Xen 41.4 All All All
Operating System Xen Xen 415 All All All
Operating System Xen Xen 4.1.6.1 All All All
Operating System Xen Xen 4.2.0 All All All
Operating System Xen Xen 421 All All All
Operating System Xen Xen 422 All All All
Operating System Xen Xen 423 All All All
Operating System Xen Xen 4.3.0 All All All
Operating System Xen Xen 4.3.1 All All All
Operating System Xen Xen 4.4.0 All All All
Operating System Xen Xen 4.4.0 rci All All
Operating System Xen Xen 441 All All All
Operating System Xen Xen 4.5.0 All All All
Reference Source Link
oss-security - Xen Security Advisory 118 - arm: vgic: incorrect rate limiting of guest triggered logging MLIST www.openwall.
[SECURITY] Fedora 21 Update: xen-4.4.1-16.fc21 FEDORA lists.fedoraproj
Xen 'arch/arm/vgic.c' Local Denial of Service Vulnerability BID www.securityfc
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XSA-118 - Xen Security Advisories CONFIRKM Xenbits.xen.or¢

Xen ARM GIC Logging Rate Limit Error Lets Local Users on a Guest System Deny Service - SecurityTracker SECTRACK  www.securitytr

CVE Program record CVE.ORG WWW.Cve.org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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