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CVE CVE-2015-1583
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ ]

Risk And Classification

Published 2020-03-02 16:15:00 UTC
Updated 2020-03-04 17:14:00 UTC
Description Multiple cross-site request forgery (CSRF) vulnerabilities in ATutor 2.2 allow remote attackers to hijack the authentication o
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Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Atutor Atutor 2.2 All All All
Application Atutor Atutor 2.2 All All All

References

Reference Source
Malformed Request BID
ATutor LCMS 2.2 Cross Site Request Forgery ~ Packet Storm MISC
[CVE-2015-1583] ATutor LCMS — CSRF Vulnerability in Version 2.2 - Edric Teo MISC

5566 created a more general function to check referer, and updated cr... - atutor/ATutor@af519cf - GitHub CONFIRM

5566 check to make sure user is not being created via CRSF remote form - atutor/ATutor@0ee8273 - GitHub ~ CONFIRM

5566 added chech on referer to ensure it is in the pages array, to pr... - atutor/ATutor@068b8aa - GitHub CONFIRM
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

Link
www.securityfoci
packetstormsect
edricteo.com
github.com
github.com
github.com

WWW.cve.org

nvd.nist.gov



https://cve.report/
https://cve.report/CVE-2015-1583/mitre
https://cve.report/CVE-2015-1583/nist
https://cve.report/CVE-2015-1583/cve_org
https://cve.report/api/cve/CVE-2015-1583.json
https://cve.report/CVE-2015-1583.pdf
http://cve.report/vendor/atutor
http://cve.report/software/atutor/atutor
http://cve.report/vendor/atutor
http://cve.report/software/atutor/atutor
http://www.securityfocus.com/bid/72845
http://packetstormsecurity.com/files/130598/ATutor-LCMS-2.2-Cross-Site-Request-Forgery.html
https://edricteo.com/cve-2015-1583-atutor-lcms-csrf-vulnerability/
https://github.com/atutor/ATutor/commit/af519cfb56da7312eecbb5812484fcbce08e4419
https://github.com/atutor/ATutor/commit/0ee827317e497f1db86ddc5080b8af461e4595ce
https://github.com/atutor/ATutor/commit/068b8aa37f24645c62235018fb8da340f60e2d18
https://www.cve.org/CVERecord?id=CVE-2015-1583
https://nvd.nist.gov/vuln/detail/CVE-2015-1583
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