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Summary

CVE CVE-2015-1604

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-02-19 15:59:00 UTC

Updated 2015-02-21 01:40:00 UTC

Description Unrestricted file upload vulnerability in asys/site/files.php in Adminsystems CMS before 4.0.2 allows remote authenticated users to execute arbitrary code by uploading a file with an executable extension, then accessing it via a direct request to the file in upload/files/.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Adminsystems Cms Project Adminsystems Cms All All All All

References

Reference

oss-security - Re: CVE-Request -- Landsknecht Adminsystems v.4.0.1 (DEV, beta version) -- Reflecting XSS, unrestricted file-upload and underlaying CSRF

Landsknecht Adminsystems CMS Multiple Security Vulnerabilities

oss-security - CVE-Request -- Landsknecht Adminsystems v.4.0.1 (DEV, beta version) -- Reflecting XSS, unrestricted file-upload and underlaying CSRF

oss-security - Re: CVE-Request -- Landsknecht Adminsystems v.4.0.1 (DEV, beta version) -- Reflecting XSS, unrestricted file-upload and underlaying CSRF

Full Disclosure: Reflecting XSS vulnerabitlies, unrestricted file upload and underlaying CSRF in Landsknecht Adminsystems CMS v. 4.0.1 (DEV, beta version)

travel-free

Landsknecht Adminsystems CMS 4.0.1 CSRF / XSS / File Upload ≈ Packet Storm

Release Adminsystems v4.0.2 · AschauerMarvin/adminsystems · GitHub

XSS-vulnerabilities, unrestricted file-upload and underlaying CSRF-vulnerability in Adminsystems CMS v.4.0.1 (DEV) · Issue #1 · AschauerMarvin/adminsystems · GitHub

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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