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CVE CVE-2015-1671
State PUBLIC
Assigner secure@microsoft.com

Source Priority CVE Program / NVD first with legacy fallback
Published 2015-05-13 10:59:00 UTC
Updated 2018-10-12 22:08:00 UTC

Description The Windows DirectWrite library, as used in Microsoft .NET Framework 3.0 SP2, 3.5, 3.5.1, 4, 4.5, 4.5.1, and 4.5.2; Office :

/ |

Risk And Classification

EPSS: 0.859280000 probability, percentile 0.993890000 (date 2026-04-14)
CISA KEV: Listed on 2022-05-25; due 2022-06-15; ransomware use Unknown
Problem Types: CWE-19

CISA Known Exploited Vulnerability

Vendor Microsoft

Product Windows

Name Microsoft Windows Remote Code Execution Vulnerability
Required Action Apply updates per vendor instructions.

Notes https://nvd.nist.gov/vuln/detail/CVE-2015-1671

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Microsoft .net Framework 3.0 sp2 All All
Application Microsoft .net Framework 35 All All All
Application Microsoft .net Framework 3.5.1 All All All
Application Microsoft .net Framework 4.0 All All All
Application Microsoft .net Framework 4.5 All All All
Application Microsoft .net Framework 4.51 All All All
Application Microsoft .net Framework 452 All All All
Application Microsoft .net Framework 3.0 sp2 All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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