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Microsoft Windows Media Player 10 through 12 allows remote attackers to execute arbitrary code via a crafted DataObject

Risk And Classification
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Problem Types: CWE-17

NVD Known Affected Configurations (CPE 2.3)
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Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Microsoft Windows Media Player 10 All All All
Microsoft Windows Media Player 10.00.00.3646 All All All
Microsoft Windows Media Player 10.00.00.3990 All All All
Microsoft Windows Media Player 10.00.00.4019 All All All
Microsoft Windows Media Player 10.00.00.4036 All All All
Microsoft Windows Media Player 11 All All All
Microsoft Windows Media Player 11.0.5721.5145 All All All
Microsoft Windows Media Player 11.0.5721.5230 All All All
Microsoft Windows Media Player 11.0.6000.6324 All All All
Microsoft Windows Media Player 12 All All All
Microsoft Windows Media Player 10 All All All
Microsoft Windows Media Player 10.00.00.3646 All All All
Microsoft Windows Media Player 10.00.00.3990 All All All
Microsoft Windows Media Player 10.00.00.4019 All All All
Microsoft Windows Media Player 10.00.00.4036 All All All
Microsoft Windows Media Player 11 All All All
Microsoft Windows Media Player 11.0.5721.5145 All All All
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Application Microsoft Windows Media Player 11.0.5721.5230 All All All

Application Microsoft Windows Media Player 11.0.6000.6324 All All All
Application Microsoft Windows Media Player 12 All All All
Reference Source Link

Windows Media Player DataObject Handling Error Lets Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK  www.securi

Microsoft Security Bulletin MS15-057 - Critical | Microsoft Docs MS docs.micros
Microsoft Windows Media Player DataObject Switch Memory Corruption Vulnerability IDEFENSE  www.verisig
CVE Program record CVE.ORG Www.cve.or
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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