=

CVE-2015-177

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2015-1777
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-04-12 15:29:00 UTC
Updated 2019-04-22 17:48:00 UTC
Description rhnreg_ks in Red Hat Network Client Tools (aka rhn-client-tools) on Red Hat Gluster Storage 2.1 and Enterprise Linux (RHI
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Risk And Classification

Problem Types: CWE-295

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Redhat Enterprise Linux 5.0 All All All
Operating System Redhat Enterprise Linux 6.0 All All All
Operating System Redhat Enterprise Linux 7.0 All All All
Operating System Redhat Enterprise Linux 5.0 All All All
Operating System Redhat Enterprise Linux 6.0 All All All
Operating System Redhat Enterprise Linux 7.0 All All All
Application Redhat Gluster Storage 2.1 All All All
Application Redhat Gluster Storage 2.1 All All All
Application Redhat Rhn-client-tools All All All All
Application Redhat Rhn-client-tools All All All All
Reference Source Link

oss-security - Another Python app (rhn-setup: rhnreg_ks) not checking hostnames in certs properly CVE-2015-1777  MLIST www.oper
Bug 1198740 — CVE-2015-1777 rhn-setup: rhnreg_ks fails to properly validate SSL/TLS certificates CONFIRM  bugzilla.re
Malformed Request BID Wwww.secu
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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