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Summary

CVE CVE-2015-1778

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-06-27 20:29:00 UTC

Updated 2017-07-05 17:43:00 UTC

Description The custom authentication realm used by karaf-tomcat's "opendaylight" realm in Opendaylight before Helium SR3 will authenticate any username and password combination.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Opendaylight Opendaylight - All All All

Application Opendaylight Opendaylight - All All All

References

Reference

cloudrouter.org/security

Security Advisories - OpenDaylight Project

OpenDaylight Helium CVE-2015-1778 Authentication Bypass Vulnerability

oss-security - OpenDaylight security advisory: CVE-2015-1778 authentication bypass, CVE-2015-1611 CVE-2015-1612 topology spoofing via LLDP

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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