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Summary

CVE CVE-2015-1779

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-01-12 19:59:00 UTC

Updated 2023-02-13 00:46:00 UTC

Description The VNC websocket frame decoder in QEMU allows remote attackers to cause a denial of service (memory and CPU consumption) via a large (1) websocket payload or (2) HTTP headers section.

Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 14.10 All All All

Operating System Canonical Ubuntu Linux 15.04 All All All

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 14.10 All All All

Operating System Canonical Ubuntu Linux 15.04 All All All

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Fedoraproject Fedora 21 All All All

Operating System Fedoraproject Fedora 22 All All All

Operating System Fedoraproject Fedora 21 All All All

Operating System Fedoraproject Fedora 22 All All All

Operating System Oracle Linux 7 - All All

https://cve.report/
https://cve.report/CVE-2015-1779/mitre
https://cve.report/CVE-2015-1779/nist
https://cve.report/CVE-2015-1779/cve_org
https://cve.report/api/cve/CVE-2015-1779.json
https://cve.report/CVE-2015-1779.pdf
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/oracle
http://cve.report/software/oracle/linux


Operating System Oracle Linux 7 - All All

Operating System Oracle Linux 7 - All All

Application Qemu Qemu 2.3.0 rc0 All All

Application Qemu Qemu 2.3.0 rc1 All All

Application Qemu Qemu 2.3.0 rc0 All All

Application Qemu Qemu 2.3.0 rc1 All All

Application Qemu Qemu All All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Operating System Redhat Enterprise Linux Eus 7.1 All All All

Operating System Redhat Enterprise Linux Eus 7.2 All All All

Operating System Redhat Enterprise Linux Eus 7.3 All All All

Operating System Redhat Enterprise Linux Eus 7.4 All All All

Operating System Redhat Enterprise Linux Eus 7.5 All All All

Operating System Redhat Enterprise Linux Eus 7.6 All All All

Operating System Redhat Enterprise Linux Eus 7.7 All All All

Operating System Redhat Enterprise Linux Eus 7.1 All All All

Operating System Redhat Enterprise Linux Eus 7.2 All All All

Operating System Redhat Enterprise Linux Eus 7.3 All All All

Operating System Redhat Enterprise Linux Eus 7.4 All All All

Operating System Redhat Enterprise Linux Eus 7.5 All All All

Operating System Redhat Enterprise Linux Eus 7.6 All All All

Operating System Redhat Enterprise Linux Eus 7.7 All All All

Operating System Redhat Enterprise Linux Server 7.0 All All All

Operating System Redhat Enterprise Linux Server 7.0 All All All

Operating System Redhat Enterprise Linux Server Aus 7.3 All All All

Operating System Redhat Enterprise Linux Server Aus 7.4 All All All

Operating System Redhat Enterprise Linux Server Aus 7.6 All All All

Operating System Redhat Enterprise Linux Server Aus 7.7 All All All

Operating System Redhat Enterprise Linux Server Aus 7.3 All All All

Operating System Redhat Enterprise Linux Server Aus 7.4 All All All

Operating System Redhat Enterprise Linux Server Aus 7.6 All All All

Operating System Redhat Enterprise Linux Server Aus 7.7 All All All

Operating System Redhat Enterprise Linux Server Tus 7.3 All All All

Operating System Redhat Enterprise Linux Server Tus 7.6 All All All

Operating System Redhat Enterprise Linux Server Tus 7.7 All All All
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Operating System Redhat Enterprise Linux Server Tus 7.3 All All All

Operating System Redhat Enterprise Linux Server Tus 7.6 All All All

Operating System Redhat Enterprise Linux Server Tus 7.7 All All All

Operating System Redhat Enterprise Linux Workstation 7.0 All All All

Operating System Redhat Enterprise Linux Workstation 7.0 All All All

Application Redhat Virtualization 3.0 All All All

Application Redhat Virtualization 3.0 All All All

References

Reference

Red Hat Customer Portal

Red Hat Customer Portal

access.redhat.com | CVE-2015-1779

[SECURITY] Fedora 21 Update: qemu-2.1.3-5.fc21

oss-security - Re: CVE-2015-1779 qemu: vnc: insufficient resource limiting in VNC websockets decoder

[SECURITY] Fedora 22 Update: qemu-2.3.0-0.3.rc2.fc22

Object not found!

USN-2608-1: QEMU vulnerabilities | Ubuntu

QEMU VNC Websockets Decoder Lets Remote Users on the Local Network Consume Excessive Memory and CPU Resources - SecurityTracker

[Qemu-devel] [PATCH 1/2] CVE-2015-1779: incrementally decode websocket f

[Qemu-devel] [PATCH 2/2] CVE-2015-1779: limit size of HTTP headers from

QEMU CVE-2015-1779 Denial of Service Vulnerability

[Qemu-devel] [PATCH 0/2] CVE-2015-1779: fix denial of service in VNC web

Oracle Linux Bulletin - October 2015

oss-security - CVE-2015-1779 qemu: vnc: insufficient resource limiting in VNC websockets decoder

Object not found!

Red Hat Customer Portal

Red Hat Customer Portal

Debian -- Security Information -- DSA-3259-1 qemu

1199572 – (CVE-2015-1779) CVE-2015-1779 qemu: vnc: insufficient resource limiting in VNC websockets decoder

QEMU: Multiple vulnerabilities (GLSA 201602-01) — Gentoo security

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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