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Summary

CVE CVE-2015-1788

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-06-12 19:59:00 UTC

Updated 2022-12-13 12:15:00 UTC

Description The BN_GF2m_mod_inv function in crypto/bn/bn_gf2m.c in OpenSSL before 0.9.8s, 1.0.0 before 1.0.0e, 1.0.1 before 1.0.1n, and 1.0.2 before 1.0.2b does not properly handle ECParameters structures in which the curve is over a malformed binary polynomial field, which allows remote attackers to cause a denial of service (infinite loop) via a session that uses an Elliptic Curve algorithm, as demonstrated by an attack against a server that supports client authentication.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openssl Openssl 1.0.0 All All All

Application Openssl Openssl 1.0.0 beta1 All All

Application Openssl Openssl 1.0.0 beta2 All All

Application Openssl Openssl 1.0.0 beta3 All All

Application Openssl Openssl 1.0.0 beta4 All All

Application Openssl Openssl 1.0.0 beta5 All All

Application Openssl Openssl 1.0.0a All All All

Application Openssl Openssl 1.0.0b All All All

Application Openssl Openssl 1.0.0c All All All

Application Openssl Openssl 1.0.0d All All All

Application Openssl Openssl 1.0.0e All All All

Application Openssl Openssl 1.0.0f All All All

Application Openssl Openssl 1.0.0g All All All

Application Openssl Openssl 1.0.0h All All All

Application Openssl Openssl 1.0.0i All All All

Application Openssl Openssl 1.0.0j All All All

Application Openssl Openssl 1.0.0k All All All
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Application Openssl Openssl 1.0.0k All All All

Application Openssl Openssl 1.0.0l All All All

Application Openssl Openssl 1.0.0m All All All

Application Openssl Openssl 1.0.0n All All All

Application Openssl Openssl 1.0.0o All All All

Application Openssl Openssl 1.0.0p All All All

Application Openssl Openssl 1.0.0q All All All

Application Openssl Openssl 1.0.0r All All All

Application Openssl Openssl 1.0.1 All All All

Application Openssl Openssl 1.0.1 beta1 All All

Application Openssl Openssl 1.0.1 beta2 All All

Application Openssl Openssl 1.0.1 beta3 All All

Application Openssl Openssl 1.0.1a All All All

Application Openssl Openssl 1.0.1b All All All

Application Openssl Openssl 1.0.1c All All All

Application Openssl Openssl 1.0.1d All All All

Application Openssl Openssl 1.0.1e All All All

Application Openssl Openssl 1.0.1f All All All

Application Openssl Openssl 1.0.1g All All All

Application Openssl Openssl 1.0.1h All All All

Application Openssl Openssl 1.0.1i All All All

Application Openssl Openssl 1.0.1j All All All

Application Openssl Openssl 1.0.1k All All All

Application Openssl Openssl 1.0.1l All All All

Application Openssl Openssl 1.0.1m All All All

Application Openssl Openssl 1.0.2 All All All

Application Openssl Openssl 1.0.2 beta1 All All

Application Openssl Openssl 1.0.2a All All All

Application Openssl Openssl All All All All

Application Openssl Openssl 1.0.0 All All All

Application Openssl Openssl 1.0.0 beta1 All All

Application Openssl Openssl 1.0.0 beta2 All All

Application Openssl Openssl 1.0.0 beta3 All All

Application Openssl Openssl 1.0.0 beta4 All All

Application Openssl Openssl 1.0.0 beta5 All All

Application Openssl Openssl 1.0.0a All All All
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Application Openssl Openssl 1.0.0b All All All

Application Openssl Openssl 1.0.0c All All All

Application Openssl Openssl 1.0.0d All All All

Application Openssl Openssl 1.0.0e All All All

Application Openssl Openssl 1.0.0f All All All

Application Openssl Openssl 1.0.0g All All All

Application Openssl Openssl 1.0.0h All All All

Application Openssl Openssl 1.0.0i All All All

Application Openssl Openssl 1.0.0j All All All

Application Openssl Openssl 1.0.0k All All All

Application Openssl Openssl 1.0.0l All All All

Application Openssl Openssl 1.0.0m All All All

Application Openssl Openssl 1.0.0n All All All

Application Openssl Openssl 1.0.0o All All All

Application Openssl Openssl 1.0.0p All All All

Application Openssl Openssl 1.0.0q All All All

Application Openssl Openssl 1.0.0r All All All

Application Openssl Openssl 1.0.1 All All All

Application Openssl Openssl 1.0.1 beta1 All All

Application Openssl Openssl 1.0.1 beta2 All All

Application Openssl Openssl 1.0.1 beta3 All All

Application Openssl Openssl 1.0.1a All All All

Application Openssl Openssl 1.0.1b All All All

Application Openssl Openssl 1.0.1c All All All

Application Openssl Openssl 1.0.1d All All All

Application Openssl Openssl 1.0.1e All All All

Application Openssl Openssl 1.0.1f All All All

Application Openssl Openssl 1.0.1g All All All

Application Openssl Openssl 1.0.1h All All All

Application Openssl Openssl 1.0.1i All All All

Application Openssl Openssl 1.0.1j All All All

Application Openssl Openssl 1.0.1k All All All

Application Openssl Openssl 1.0.1l All All All

Application Openssl Openssl 1.0.1m All All All

Application Openssl Openssl 1.0.2 All All All

Application Openssl Openssl 1.0.2 beta1 All All
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Application Openssl Openssl 1.0.2 beta1 All All

Application Openssl Openssl 1.0.2a All All All

References
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IBM Security Bulletin: Vulnerabilities in OpenSSL including Logjam affect IBM Tivoli Netcool System Service Monitors/Application Service Monitors (CVE-2015-1788, CVE-2015-1791, CVE-2015-4000) - United States
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USN-2639-1: OpenSSL vulnerabilities | Ubuntu
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bn/bn_gf2m.c: avoid infinite loop wich malformed ECParamters. · openssl/openssl@4924b37 · GitHub
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FortiGuard

OpenSSL: Multiple vulnerabilities (GLSA 201506-02) — Gentoo security

Multiple Security Vulnerabilities in Citrix NetScaler Platform IPMI Lights Out Management (LOM) firmware

75158

About the security content of OS X Yosemite v10.10.5 and Security Update 2015-006 - Apple Support

openssl.org/news/secadv/20150611.txt

Document Display | HPE Support Center

'[security bulletin] HPSBMU03409 rev.1 - HP Matrix Operating Environment, Multiple Vulnerabilities' - MARC

[security-announce] SUSE-SU-2015:1185-1: important: Security update for

Oracle Critical Patch Update - October 2016

Document Display | HPE Support Center

Broadcom Support Portal

Multiple Vulnerabilities in OpenSSL (June 2015) Affecting Cisco Products

[security-announce] SUSE-SU-2015:1143-1: important: Security update for

'[security bulletin] HPSBUX03388 SSRT102180 rev.1 - HP-UX running OpenSSL, Remote Disclosure of Infor' - MARC

FortiGuard

Oracle Solaris Third Party Bulletin - July 2015
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APPLE-SA-2015-08-13-2 OS X Yosemite v10.10.5 and Security Update 2015-006

[security-announce] openSUSE-SU-2015:1277-1: important: Security update

FortiGuard

[security-announce] openSUSE-SU-2016:0640-1: important: Security update

[security-announce] SUSE-SU-2015:1150-1: important: Security update for

Debian -- Security Information -- DSA-3287-1 openssl

Document Display | HPE Support Center

McAfee KnowledgeBase - Intel Security - Security Bulletin: Seven OpenSSL CVEs Announced on June 11, 2015

Document Display | HPE Support Center

[security-announce] SUSE-SU-2015:1181-1: important: Security update for

Oracle Critical Patch Update - July 2017

Juniper Networks - 2015-10 Security Bulletin: Junos: OpenSSL June-July 2015 advisories - Knowledge Base

Oracle Critical Patch Update - October 2017

[security-announce] openSUSE-SU-2015:1139-1: important: Security update

Oracle Critical Patch Update - January 2016

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

591280 Siemens SCALANCE X-200RNA Switch Devices Denial of Service (DoS) Multiple Vulnerabilities (ICSA-22-349-21, SSA-
412672)

591311 Bosch Rexroth PRA-ES8P2S Ethernet-Switch Multiple Vulnerabilities (BOSCH-SA-247053-BT)
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