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CVE-2015-1788

PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback

2015-06-12 19:59:00 UTC

2022-12-13 12:15:00 UTC

The BN_GF2m_mod_inv function in crypto/bn/bn_gf2m.c in OpenSSL before 0.9.8s, 1.0.0 before 1.0.0e, 1.0.1 before 1.0.1

Risk And Classification
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Problem Types: CWE-399
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FortiGuard

NetBSD-SA2015-008

Oracle Critical Patch Update - July 2016

OpenSSL Bugs Let Remote Users Deny Service and Potentially Execute Arbitrary Code - Security Tracker
IBM Security Bulletin: Vulnerabilities in OpenSSL including Logjam affect IBM Tivoli Netcool System Service Monitors/Application Service Mor
Oracle July 2016 Critical Patch Update Multiple Vulnerabilities

USN-2639-1: OpenSSL vulnerabilities | Ubuntu

Oracle Critical Patch Update - October 2015

bn/bn_gf2m.c: avoid infinite loop wich malformed ECParamters. - openssl/openssi@4924b37 - GitHub
Document Display | HPE Support Center

FortiGuard

OpenSSL: Multiple vulnerabilities (GLSA 201506-02) — Gentoo security

Multiple Security Vulnerabilities in Citrix NetScaler Platform IPMI Lights Out Management (LOM) firmware
75158

About the security content of OS X Yosemite v10.10.5 and Security Update 2015-006 - Apple Support
openssl.org/news/secadv/20150611.txt

Document Display | HPE Support Center

"[security bulletin] HPSBMUO03409 rev.1 - HP Matrix Operating Environment, Multiple Vulnerabilities' - MARC
[security-announce] SUSE-SU-2015:1185-1: important: Security update for

Oracle Critical Patch Update - October 2016

Document Display | HPE Support Center

Broadcom Support Portal

Multiple Vulnerabilities in OpenSSL (June 2015) Affecting Cisco Products

[security-announce] SUSE-SU-2015:1143-1: important: Security update for

"[security bulletin] HPSBUX03388 SSRT102180 rev.1 - HP-UX running OpenSSL, Remote Disclosure of Infor' - MARC
FortiGuard

Oracle Solaris Third Party Bulletin - July 2015

www.openssl.org/news/secadv_20150611.txt

cert-portal.siemens.com/productcert/pdf/ssa-412672.pdf

[security-announce] SUSE-SU-2015:1182-1: important: Security update for
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https://support.citrix.com/article/CTX216642
http://www.securityfocus.com/bid/75158
https://support.apple.com/kb/HT205031
https://openssl.org/news/secadv/20150611.txt
https://h20566.www2.hpe.com/portal/site/hpsc/public/kb/docDisplay?docId=emr_na-c05045763
http://marc.info/?l=bugtraq&m=144050155601375&w=2
http://lists.opensuse.org/opensuse-security-announce/2015-07/msg00007.html
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APPLE-SA-2015-08-13-2 OS X Yosemite v10.10.5 and Security Update 2015-006

[security-announce] openSUSE-SU-2015:1277-1: important: Security update

FortiGuard

[security-announce] openSUSE-SU-2016:0640-1: important: Security update

[security-announce] SUSE-SU-2015:1150-1: important: Security update for

Debian -- Security Information -- DSA-3287-1 openssl

Document Display | HPE Support Center

McAfee KnowledgeBase - Intel Security - Security Bulletin: Seven OpenSSL CVEs Announced on June 11, 2015
Document Display | HPE Support Center

[security-announce] SUSE-SU-2015:1181-1: important: Security update for

Oracle Critical Patch Update - July 2017

Juniper Networks - 2015-10 Security Bulletin: Junos: OpenSSL June-July 2015 advisories - Knowledge Base
Oracle Critical Patch Update - October 2017

[security-announce] openSUSE-SU-2015:1139-1: important: Security update

Oracle Critical Patch Update - January 2016

CVE Program record

NVD vulnerability detail
1 |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

591280 Siemens SCALANCE X-200RNA Switch Devices Denial of Service (DoS) Multiple Vulnerabilities (ICSA-22-349-21, SSA-
412672)

591311 Bosch Rexroth PRA-ES8P2S Ethernet-Switch Multiple Vulnerabilities (BOSCH-SA-247053-BT)
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