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Summary

CVE CVE-2015-1795

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-06-27 20:29:00 UTC

Updated 2023-02-13 00:47:00 UTC

Description Red Hat Gluster Storage RPM Package 3.2 allows local users to gain privileges and execute arbitrary code as root.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Application Redhat Gluster Storage 3.2 All All All

Application Redhat Gluster Storage 3.2 All All All

References

Reference Source Link

Red Hat Customer Portal REDHAT rhn.redhat.com

Malformed Request BID www.securityfocus.com

Red Hat Customer Portal REDHAT rhn.redhat.com

1200927 – (CVE-2015-1795) CVE-2015-1795 glusterfs: glusterfs-server %pretrans rpm script temporary file issue CONFIRM bugzilla.redhat.com

Red Hat Customer Portal MISC access.redhat.com

access.redhat.com | CVE-2015-1795 MISC access.redhat.com

Red Hat Gluster Storage RPM Package Unsafe Temporary File Lets Local Users Gain Elevated Privileges - SecurityTracker SECTRACK www.securitytracker.com

Red Hat Customer Portal MISC access.redhat.com
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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