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CVE CVE-2015-1815
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

CVE-2015-1815

Published 2015-03-30 14:59:00 UTC
Updated 2023-02-13 00:47:00 UTC
Description The get_rpm_nvr_by_file_path_temporary function in util.py in setroubleshoot before 3.2.22 allows remote attackers to exe:

1|

Problem Types: CWE-77

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 22 All All All
Operating System Fedoraproject Fedora 22 All All All
Application Selinux Setroubleshoot All All All All

References |
Reference Source Link
CVE-2015-1815 - Red Hat Customer Portal MISC access.redhat.com
GitHub - stealth/troubleshooter: setroubleshootd xSports MISC github.com
Red Hat Customer Portal MISC access.redhat.com
[SECURITY] Fedora 22 Update: setroubleshoot-3.2.22-1.fc22 FEDORA lists.fedoraproject.org
Bug 1203352 — CVE-2015-1815 setroubleshoot: command injection via crafted file name CONFIRM bugzilla.redhat.com
[SECURITY] Fedora 21 Update: setroubleshoot-3.2.22-1.fc21 FEDORA lists.fedoraproject.org
oss-security - Fwd: setroubleshoot root exploit (CVE-Request) MLIST www.openwall.com
119966 OSvDB www.osvdb.org
Fedora 21 - setroubleshootd Local Root PoC EXPLOIT-DB  www.exploit-db.com
Bug 1206050 — CVE-2015-1815 setroubleshoot: command injection via crafted file name [fedora-all] CONFIRM bugzilla.redhat.com
[SECURITY] Fedora 20 Update: setroubleshoot-3.2.17-2.fc20 FEDORA lists.fedoraproject.org
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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