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CVE CVE-2015-1830
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-08-19 15:59:00 UTC
Updated 2023-02-13 00:47:00 UTC
Description Directory traversal vulnerability in the fileserver upload/download functionality for blob messages in Apache ActiveMQ 5.x b

/ |

1|

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Activemq 5.0.0 All All All
Application Apache Activemq 5.1.0 All All All
Application Apache Activemq 5.10.0 All All All
Application Apache Activemq 5.10.1 All All All
Application Apache Activemq 5.10.2 All All All
Application Apache Activemq 5.11.0 All All All
Application Apache Activemq 5.11.1 All All All
Application Apache Activemq 5.2.0 All All All
Application Apache Activemq 5.3.0 All All All
Application Apache Activemq 5.3.1 All All All
Application Apache Activemq 5.3.2 All All All
Application Apache Activemq 5.4.0 All All All
Application Apache Activemq 5.4.1 All All All
Application Apache Activemq 542 All All All
Application Apache Activemq 5.4.3 All All All
Application Apache Activemq 5.5.0 All All All
Application Apache Activemq 551 All All All
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Apache ActiveMQ CVE-2015-1830 Directory Traversal Vulnerability

activemq.apache.org/security-advisories.data/CVE-2015-1830-announcement.txt

Apache ActiveMQ Directory Traversal Flaw Lets Remote Users Upload Files and Execute Arbitrary Code - SecurityTracker

Source L
CONFIRM a
BID W
SECTRACK w
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Apache ActiveMQ 5.11.1 Directory Iraversal / Shell Upload = Packet Storm MISC p

Zero Day Initiative MISC W
Pony Mail! MISC li
Pony Mail! MLIST li
Zero Day Initiative MISC W
CVE Program record CVE.ORG W
NVD vulnerability detail NVD n

/]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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