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Summary

CVE CVE-2015-1848

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-05-14 14:59:00 UTC

Updated 2023-11-07 02:24:00 UTC

Description The pcs daemon (pcsd) in PCS 0.9.137 and earlier does not set the secure flag for a cookie in an https session, which makes it easier for remote attackers to capture this cookie by intercepting its transmission within an http session. NOTE: this issue was SPLIT per ADT2 due to different vulnerability types. CVE-2015-3983 is for the issue with not setting the HTTPOnly flag.

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Fedora Pacemaker Configuration System All All All All

Operating System Redhat Enterprise Linux High Availability 6.0 All All All

Operating System Redhat Enterprise Linux High Availability 7.0 All All All

Operating System Redhat Enterprise Linux High Availability 6.0 All All All

Operating System Redhat Enterprise Linux High Availability 7.0 All All All

Operating System Redhat Enterprise Linux High Availability Eus 6.6.z All All All

Operating System Redhat Enterprise Linux High Availability Eus 7.1 All All All

Operating System Redhat Enterprise Linux High Availability Eus 6.6.z All All All

Operating System Redhat Enterprise Linux High Availability Eus 7.1 All All All

Operating System Redhat Enterprise Linux Resilient Storage 6.0 All All All

Operating System Redhat Enterprise Linux Resilient Storage 7.0 All All All

Operating System Redhat Enterprise Linux Resilient Storage 6.0 All All All

Operating System Redhat Enterprise Linux Resilient Storage 7.0 All All All

Operating System Redhat Enterprise Linux Resilient Storage Eus 6.6.z All All All

Operating System Redhat Enterprise Linux Resilient Storage Eus 7.1 All All All

Operating System Redhat Enterprise Linux Resilient Storage Eus 6.6.z All All All

Operating System Redhat Enterprise Linux Resilient Storage Eus 7.1 All All All
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Operating System Redhat Enterprise Linux Resilient Storage Eus 7.1 All All All

References

Reference Source Link

Red Hat Customer Portal REDHAT rhn.redhat.com

access.redhat.com | CVE-2015-1848 MISC access.redhat.com

Red Hat Customer Portal MISC access.redhat.com

pcs daemon CVE-2015-1848 Remote Privilege Escalation Vulnerability BID www.securityfocus.com

bugzilla.redhat.com/attachment.cgi CONFIRM bugzilla.redhat.com

Red Hat Customer Portal REDHAT rhn.redhat.com

[SECURITY] Fedora 22 Update: pcs-0.9.139-4.fc22 FEDORA lists.fedoraproject.org

[SECURITY] Fedora 20 Update: pcs-0.9.115-3.fc20 FEDORA lists.fedoraproject.org

Red Hat Customer Portal MISC access.redhat.com

1208294 – (CVE-2015-1848, CVE-2015-3983) CVE-2015-1848 CVE-2015-3983 pcs: improper web session variable signing MISC bugzilla.redhat.com

[SECURITY] Fedora 21 Update: pcs-0.9.137-4.fc21 FEDORA lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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