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Summary

CVE CVE-2015-1856

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-04-17 17:59:00 UTC

Updated 2018-01-05 02:30:00 UTC

Description OpenStack Object Storage (Swift) before 2.3.0, when allow_version is configured, allows remote authenticated users to delete the latest version of an object by leveraging listing access to the x-versions-location container.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 15.04 All All All

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 15.04 All All All

Application Openstack Swift All All All All
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OpenStack Open Source Cloud Computing Software » Message: [openstack-announce] [OSSA 2015-006] Unauthorized delete of versioned Swift object (CVE-2015-1856)

[security-announce] SUSE-SU-2015:1846-1: important: Security update for

Red Hat Customer Portal

Oracle Solaris Third Party Bulletin - April 2015

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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