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CVE CVE-2015-1862
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2018-02-09 22:29:00 UTC
Updated 2018-03-08 16:03:00 UTC
Description The crash reporting feature in Abrt allows local users to gain privileges by leveraging an execve by root after a chroot into a

Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition

Application Abrt Project Abrt All All All

All

Language

References

Reference

oss-security - Problems in automatic crash analysis frameworks

Fedora abrt Race Condition ~ Packet Storm

Abrt (Fedora 21) - Race Condition - Linux local Exploit

1211223 — (CVE-2015-1862) CVE-2015-1862 abrt: local privilege escalation through kernel.core_pattern
Abrt / Apport Race Condition / Symlink = Packet Storm

Support handling crashes in Ixc containers by sorki - Pull Request #810 - abrt/abrt - GitHub
Apport/Abrt (Ubuntu / Fedora) - Local Privilege Escalation - Linux local Exploit

Abrt CVE-2015-1862 Local Privilege Escalation Vulnerability

Full Disclosure: Problems in automatic crash analysis frameworks

Linux Apport/Abrt Local Root Exploit ~ Packet Storm

CVE Program record

NVD vulnerability detail

1

Source

MLIST

MISC

EXPLOIT-DB

CONFIRM

MISC

CONFIRM

EXPLOIT-DB

BID

FULLDISC

MISC

CVE.ORG

NVD

Link
www.openwall.cor
packetstormsecuri
www.exploit-db.co
bugzilla.redhat.cor
packetstormsecuri
github.com
www.exploit-db.co
www.securityfocus
seclists.org
packetstormsecuri
www.cve.org
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https://cve.report/
https://cve.report/CVE-2015-1862/mitre
https://cve.report/CVE-2015-1862/nist
https://cve.report/CVE-2015-1862/cve_org
https://cve.report/api/cve/CVE-2015-1862.json
https://cve.report/CVE-2015-1862.pdf
http://cve.report/vendor/abrt_project
http://cve.report/software/abrt_project/abrt
http://www.openwall.com/lists/oss-security/2015/04/14/4
http://packetstormsecurity.com/files/131422/Fedora-abrt-Race-Condition.html
https://www.exploit-db.com/exploits/36747/
https://bugzilla.redhat.com/show_bug.cgi?id=1211223
http://packetstormsecurity.com/files/131429/Abrt-Apport-Race-Condition-Symlink.html
https://github.com/abrt/abrt/pull/810
https://www.exploit-db.com/exploits/36746/
http://www.securityfocus.com/bid/74263
http://seclists.org/fulldisclosure/2015/Apr/34
http://packetstormsecurity.com/files/131423/Linux-Apport-Abrt-Local-Root-Exploit.html
https://www.cve.org/CVERecord?id=CVE-2015-1862
https://nvd.nist.gov/vuln/detail/CVE-2015-1862

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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