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Summary

CVE CVE-2015-1867

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-08-12 14:59:00 UTC

Updated 2023-02-12 23:15:00 UTC

Description Pacemaker before 1.1.13 does not properly evaluate added nodes, which allows remote read-only users to gain privileges via an acl command.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Clusterlabs Pacemaker All All All All

Operating System Redhat Enterprise Linux High Availability 6.0 All All All

Operating System Redhat Enterprise Linux High Availability 7.0 All All All

Operating System Redhat Enterprise Linux High Availability 6.0 All All All

Operating System Redhat Enterprise Linux High Availability 7.0 All All All

Operating System Redhat Enterprise Linux Resilient Storage 6.0 All All All

Operating System Redhat Enterprise Linux Resilient Storage 7.0 All All All

Operating System Redhat Enterprise Linux Resilient Storage 6.0 All All All

Operating System Redhat Enterprise Linux Resilient Storage 7.0 All All All
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Fix: acl: Do not delay evaluation of added nodes in some situations · ClusterLabs/pacemaker@84ac07c · GitHub CONFIRM github.com

Red Hat Customer Portal MISC access.redhat.com

Pacemaker CVE-2015-1867 Security Bypass Vulnerability BID www.securityfocus.com

Pacemaker: Multiple vulnerabilities (GLSA 201710-08) — Gentoo Security GENTOO security.gentoo.org
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Red Hat Customer Portal REDHAT rhn.redhat.com

[SECURITY] Fedora 23 Update: pacemaker-1.1.13-3.fc23 FEDORA lists.fedoraproject.org

Red Hat Customer Portal MISC access.redhat.com

Bug 1211370 – CVE-2015-1867 pacemaker: acl read-only access allow role assignment CONFIRM bugzilla.redhat.com

[SECURITY] Fedora 21 Update: pacemaker-1.1.13-3.fc21 FEDORA lists.fedoraproject.org

access.redhat.com | CVE-2015-1867 MISC access.redhat.com

[SECURITY] Fedora 22 Update: pacemaker-1.1.13-3.fc22 FEDORA lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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