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Risk And Classification

Problem Types: CWE-59

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition
Application Redhat Automatic Bug Reporting Tool - All All
Application Redhat Automatic Bug Reporting Tool - All All

Language

All

All

CVE CVE-2015-1869

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-01-14 18:15:00 UTC

Updated 2023-02-13 00:47:00 UTC

Description The default event handling scripts in Automatic Bug Reporting Tool (ABRT) allow local users to gain privileges as demonstr
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Reference Source
Bug 1212861 — CVE-2015-1869 abrt: default event scripts follow symbolic links MISC
access.redhat.com | CVE-2015-1869 MISC
oss-security - Re: Problems in automatic crash analysis frameworks MISC

Red Hat Customer Portal MISC
daemon, dbus: allow only root to create CCpp, Koops, vmcore and xorg - abrt/abrt@7417505 - GitHub ~ CONFIRM
Red Hat Customer Portal MISC
daemon: allow only root user to trigger the post-create - abrt/abrt@3287aal - GitHub CONFIRM
CVE Program record CVE.ORG
NVD vulnerability detail NVD

Link
bugzilla.redhat.com
access.redhat.com
www.openwall.com
access.redhat.com
github.com
access.redhat.com
github.com
WWW.Cve.org

nvd.nist.gov
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No vendor comments have been submitted for this CVE.


https://cve.report/
https://cve.report/CVE-2015-1869/mitre
https://cve.report/CVE-2015-1869/nist
https://cve.report/CVE-2015-1869/cve_org
https://cve.report/CVE-2015-1869.pdf
http://cve.report/vendor/redhat
http://cve.report/software/redhat/automatic_bug_reporting_tool
http://cve.report/vendor/redhat
http://cve.report/software/redhat/automatic_bug_reporting_tool
https://bugzilla.redhat.com/show_bug.cgi?id=1212861
https://access.redhat.com/security/cve/CVE-2015-1869
http://www.openwall.com/lists/oss-security/2015/04/17/5
https://access.redhat.com/errata/RHSA-2015:1083
https://github.com/abrt/abrt/commit/7417505e1d93cc95ec648b74e3c801bc67aacb9f
https://access.redhat.com/errata/RHSA-2015:1210
https://github.com/abrt/abrt/commit/3287aa12eb205cff95cdd00d6d6c5c9a4f8f0eca
https://www.cve.org/CVERecord?id=CVE-2015-1869
https://nvd.nist.gov/vuln/detail/CVE-2015-1869

There are currently no legacy QID mappings associated with this CVE.
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