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CVE Program / NVD first with legacy fallback
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2017-09-22 01:29:00 UTC

IBM DB2 9.7 through FP10, 9.8 through FP5, 10.1 before FP5, and 10.5 through FP5 on Linux, UNIX, and Windows allows
| |

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)
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Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Ibm Db2 10.1 All All All
Ibm Db2 10.1 All All All
Ibm Db2 10.1 All All All
Ibm Db2 10.1 All All All
Ibm Db2 10.1 All All All
Ibm Db2 10.5 All All All
Ibm Db2 10.5 All All All
Ibm Db2 10.5 All All All
Ibm Db2 10.5 All All All
Ibm Db2 10.5 All All All
Ibm Db2 9.7 All All All
Ibm Db2 9.7 All All All
Ibm Db2 9.7 All All All
Ibm Db2 9.7 All All All
Ibm Db2 9.7 All All All
Ibm Db2 9.8 All All All
Ibm Db2 9.8 All All All
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Application Ibm Db2 9.8 All All All
Application Ibm Db2 9.8 All All All
Application Ibm Db2 9.8 All All All
Application Ibm Db2 10.1 All All All
Application Ibm Db2 10.1 All All All
Application Ibm Db2 10.1 All All All
Application Ibm Db2 10.1 All All All
Application Ibm Db2 10.1 All All All
Application lom Db2 10.5 All All All
Application lom Db2 10.5 All All All
Application lom Db2 10.5 All All All
Application Iom Db2 10.5 All All All
Application lom Db2 10.5 All All All
Application Ibm Db2 9.7 All All All
Application lom Db2 9.7 All All All
Application Ibm Db2 9.7 All All All
Application Ibm Db2 9.7 All All All
Application Ibm Db2 9.7 All All All
Application Ibm Db2 9.8 All All All
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Application Ibm Db2 9.8 All All All
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IBM Registration

Multiple IBM DB2 Products CVE-2015-1883 File Disclosure Vulnerability

IBM Security Bulletin: IBM® DB2® contains a file disclosure vulnerability in the database automated maintenance feature (CVE-2015-1883) - |
IBM Registration

IBM DB2 Database Automated Maintenance Bug Lets Remote Authenticated Users Obtain Files on the Target System - SecurityTracker

IBM Registration

IBM IT08080: SECURITY: DB2 CONTAINS A FILE DISCLOSURE VULNERABILITY IN THE DATABASE AUTOMATED MAINTENANCE FE/
CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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