CVE-2015-20108

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2015-20108
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-05-27 19:15:00 UTC
Updated 2023-07-03 16:15:00 UTC
Description xml_security.rb in the ruby-saml gem before 1.0.0 for Ruby allows XPath injection and code execution because prepared st

/ ]

1|

Risk And Classification

Problem Types: CWE-77

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Onelogin Ruby-saml All All All All

Reference Source Link

Fix possible xpath injection - SAML-Toolkits/ruby-saml@9853651 - GitHub MISC github.com
Some features from the PR #197 (PR splitted) by pitbulk - Pull Request #225 - SAML-Toolkits/ruby-saml - GitHub ~ MISC github.com
403 Forbidden CONFIRM  security.neta
Comparing v0.9.2...v1.0.0 - SAML-Toolkits/ruby-saml - GitHub MISC github.com
ruby-advisory-db/OSVDB-124991.yml at master - rubysec/ruby-advisory-db - GitHub MISC github.com
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
q | |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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