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CVE CVE-2015-2041
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-04-21 10:59:01 UTC
Updated 2026-05-06 22:30:45 UTC
Description net/lic/sysctl_net_llc.c in the Linux kernel before 3.19 uses an incorrect data type in a sysctl table, which allows local users °

/ |

Risk And Classification

Primary CVSS: v2.0 4.6 from nvd@nist.gov

AV:L/AC:L/Au:N/C:P/I:P/A:P

Problem Types: CWE-17 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication

Sonfidentiality

ntegrity

\vailability

AV:L/AC:L/Au:N/C:P/I:P/A:P

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux All All All All


https://cve.report/
https://cve.report/CVE-2015-2041/mitre
https://cve.report/CVE-2015-2041/nist
https://cve.report/CVE-2015-2041/cve_org
https://cve.report/api/cve/CVE-2015-2041.json
https://cve.report/CVE-2015-2041.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux

Operating System Linux Linux Kernel All

Operating System Suse Suse Linux Enterprise Server 10

All All All

sp4 All All

Vendor Declared Affected Products

Source Vendor Product Version

CNA Na N/a affected n/a

Platforms

Not specified

References

Reference

net: lic: use correct size for sysctl timeout entries - torvalds/linux@6b8d911 - GitHub
[security-announce] SUSE-SU-2015:0812-1: important: Security update for
[security-announce] SUSE-SU-2015:1224-1: important: Security update for

USN-2561-1: Linux kernel (OMAP4) vulnerabilities | Ubuntu

USN-2564-1: Linux kernel (Utopic HWE) vulnerabilities | Ubuntu
USN-2563-1: Linux kernel vulnerabilities | Ubuntu

USN-2565-1: Linux kernel vulnerabilities | Ubuntu

Debian -- Security Information -- DSA-3237-1 linux
kernel/git/torvalds/linux.git - Linux kernel source tree

USN-2562-1: Linux kernel (Trusty HWE) vulnerabilities | Ubuntu

oss-security - CVE-2015-2041 - Linux kernel - incorrect data type in lic2_timeout_table
[security-announce] SUSE-SU-2015:1478-1: important: Security update for
USN-2560-1: Linux kernel vulnerabilities | Ubuntu

Linux Kernel 'lic/sysctl_net_llc.c' Local Information Disclosure Vulnerability
[security-announce] openSUSE-SU-2015:1382-1: important: Security update
kernel/git/torvalds/linux.git - Linux kernel source tree

CVE Program record

NVD vulnerability detail

/]

1195350 — (CVE-2015-2041) CVE-2015-2041 kernel: lic: information leak in lic2_timeout_table

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This


http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/suse
http://cve.report/software/suse/suse_linux_enterprise_server
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://github.com/torvalds/linux/commit/6b8d9117ccb4f81b1244aafa7bc70ef8fa45fc49
http://lists.opensuse.org/opensuse-security-announce/2015-04/msg00020.html
http://lists.opensuse.org/opensuse-security-announce/2015-07/msg00023.html
http://www.ubuntu.com/usn/USN-2561-1
https://bugzilla.redhat.com/show_bug.cgi?id=1195350
http://www.ubuntu.com/usn/USN-2564-1
http://www.ubuntu.com/usn/USN-2563-1
http://www.ubuntu.com/usn/USN-2565-1
http://www.debian.org/security/2015/dsa-3237
http://git.kernel.org/?p=linux/kernel/git/torvalds/linux-2.6.git%253Ba=commit%253Bh=6b8d9117ccb4f81b1244aafa7bc70ef8fa45fc49
http://www.ubuntu.com/usn/USN-2562-1
http://www.openwall.com/lists/oss-security/2015/02/20/19
http://lists.opensuse.org/opensuse-security-announce/2015-09/msg00004.html
http://www.ubuntu.com/usn/USN-2560-1
http://www.securityfocus.com/bid/72729
http://lists.opensuse.org/opensuse-security-announce/2015-08/msg00011.html
http://git.kernel.org/?p=linux/kernel/git/torvalds/linux-2.6.git;a=commit;h=6b8d9117ccb4f81b1244aafa7bc70ef8fa45fc49
https://www.cve.org/CVERecord?id=CVE-2015-2041
https://nvd.nist.gov/vuln/detail/CVE-2015-2041
https://cve.report/

site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
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