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Summary

CVE CVE-2015-2049

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-02-23 17:59:00 UTC

Updated 2023-04-26 19:27:00 UTC

Description Unrestricted file upload vulnerability in D-Link DCS-931L with firmware 1.04 and earlier allows remote authenticated users to execute arbitrary code by uploading a file with an executable extension.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware D-link Dcs-931l - All All All

Hardware D-link Dcs-931l - All All All

Operating System D-link Dcs-931l Firmware All All All All

Hardware Dlink Dcs-931l - All All All

Operating System Dlink Dcs-931l Firmware All All All All

References

Reference Source Link Tags

Vulnerability Note VU#377348 - D-Link DCS-93xL model family allows unrestricted upload CERT-VN www.kb.cert.org Third Party Advisory, US Government Resource

D-Link Technical Support CONFIRM securityadvisories.dlink.com Vendor Advisory

D-Link DCS-931L - Arbitrary File Upload (Metasploit) - Hardware webapps Exploit EXPLOIT-DB www.exploit-db.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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