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Summary

CVE CVE-2015-2051

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-02-23 17:59:00 UTC

Updated 2023-04-26 19:27:00 UTC

Description The D-Link DIR-645 Wired/Wireless Router Rev. Ax with firmware 1.04b12 and earlier allows remote attackers to execute arbitrary commands via a GetDeviceSettings action to the HNAP interface.

Risk And Classification

EPSS: 0.929920000 probability, percentile 0.997800000 (date 2026-04-02)

CISA KEV: Listed on 2022-02-10; due 2022-08-10; ransomware use Unknown

Problem Types: CWE-77

CISA Known Exploited Vulnerability

Vendor D-Link

Product DIR-645 Router

Name D-Link DIR-645 Router Remote Code Execution Vulnerability

Required Action The impacted product is end-of-life and should be disconnected if still in use.

Notes https://nvd.nist.gov/vuln/detail/CVE-2015-2051

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware D-link Dir-645 a1 All All All

Hardware D-link Dir-645 a1 All All All

Operating System D-link Dir-645 Firmware All All All All

Hardware Dlink Dir-645 a1 All All All

Operating System Dlink Dir-645 Firmware All All All All
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D-Link Devices HNAP SOAPAction-Header Command Execution - Exploits Database EXPLOIT-DB www.exploit-db.com

D-Link DIR-645 Router Series CVE-2015-2051 Remote Arbitrary Command Execution Vulnerability BID www.securityfocus.com

D-Link Technical Support CONFIRM securityadvisories.dlink.com

D-Link DIR-645 Command Injection and Stack Buffer Overflow Vulnerabilities BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

CISA Known Exploited Vulnerabilities catalog CISA www.cisa.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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