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Summary

CVE CVE-2015-2077

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-02-24 23:59:00 UTC

Updated 2026-05-06 22:30:45 UTC

Description The SDK for Komodia Redirector with SSL Digestor, as used in Lavasoft Ad-Aware Web Companion 1.1.885.1766 and Ad-Aware AdBlocker (alpha) 1.3.69.1, Qustodio for Windows, Atom Security, Inc. StaffCop 5.8, and other products, uses the same X.509 certificate private key for a root CA certificate across different customers' installations, which makes it easier for man-in-the-middle attackers to spoof SSL servers by leveraging knowledge of this key, as originally reported for Superfish VisualDiscovery on certain Lenovo Notebook laptop products.

Risk And Classification

Primary CVSS: v2.0 5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:P/I:N/A:N

Problem Types: CWE-200 | n/a

CVSS v2.0 Breakdown

AV:N/AC:L/Au:N/C:P/I:N/A:N

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Komodia Redirector Sdk - All All All

Access Vector

Network

Access Complexity

Low

Authentication

None

Confidentiality

Partial

Integrity

None

Availability

None

https://cve.report/
https://cve.report/CVE-2015-2077/mitre
https://cve.report/CVE-2015-2077/nist
https://cve.report/CVE-2015-2077/cve_org
https://cve.report/api/cve/CVE-2015-2077.json
https://cve.report/CVE-2015-2077.pdf
http://cve.report/vendor/komodia
http://cve.report/software/komodia/redirector_sdk


Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References
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Lenovo Notebook Pre-Installed Software Lets Remote Users Spoof SSL Servers and Decrypt SSL Sessions - SecurityTracker
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Komodia Redirector SSL Certificate Validation Spoofing Vulnerability

Vulnerability Note VU#529496 - Komodia Redirector with SSL Digestor fails to properly validate SSL and installs non-unique root CA certificates and private keys

Errata Security

Lenovo accused of compromising user security by installing adware on new PCs | Technology | The Guardian

Windows SSL Interception Gone Wild

SuperFish Vulnerability - Lenovo Support (US)

LENOVO STATEMENT ON SUPERFISH | Lenovo Newsroom

Komodia/Superfish SSL Validation is broken

Lenovo Superfish Adware Vulnerable to HTTPS Spoofing | US-CERT

Errata Security: Extracting the SuperFish certificate

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report

http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.wired.com/2015/02/lenovo-superfish/
http://www.securitytracker.com/id/1031779
http://marcrogers.org/2015/02/19/lenovo-installs-adware-on-customer-laptops-and-compromises-all-ssl/
http://www.securityfocus.com/bid/72693
http://www.kb.cert.org/vuls/id/529496
http://blog.erratasec.com/2015/02/some-notes-on-superfish.html#.VOq6Yvn8Fp4
http://www.theguardian.com/technology/2015/feb/19/lenovo-accused-compromising-user-security-installing-adware-pcs-superfish
https://www.facebook.com/notes/protect-the-graph/windows-ssl-interception-gone-wild/1570074729899339
http://support.lenovo.com/us/en/product_security/superfish
http://news.lenovo.com/article_display.cfm?article_id=1929
https://blog.filippo.io/komodia-superfish-ssl-validation-is-broken/
http://www.us-cert.gov/cas/techalerts/TA15-051A.html
http://blog.erratasec.com/2015/02/extracting-superfish-certificate.html#.VOq6Yfn8Fp4
https://www.cve.org/CVERecord?id=CVE-2015-2077
https://nvd.nist.gov/vuln/detail/CVE-2015-2077
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2015-2077
	Summary
	Risk And Classification
	CVSS v2.0 Breakdown

	NVD Known Affected Configurations (CPE 2.3)
	Vendor Declared Affected Products
	References


