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CVE CVE-2015-2078
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2015-02-24 23:59:00 UTC
Updated 2015-02-28 02:59:00 UTC

Description The SDK for Komodia Redirector with SSL Digestor, as used in Lavasoft Ad-Aware Web Companion 1.1.885.1766 and Ad-
i

/ ]

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Komodia Redirector Sdk All All All All
Application Komodia Redirector Sdk All All All All
Reference

Komodia/Superfish SSL Validation is broken

Errata Security: Extracting the SuperFish certificate

Lenovo Notebook Pre-Installed Software Lets Remote Users Spoof SSL Servers and Decrypt SSL Sessions - Security Tracker

Windows SSL Interception Gone Wild

Errata Security

Vulnerability Note VU#529496 - Komodia Redirector with SSL Digestor fails to properly validate SSL and installs non-unique root CA certificat:
Lenovo Superfish Adware Vulnerable to HTTPS Spoofing | US-CERT

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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