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CVE-2015-2080

PUBLISHED

mitre

CVE Program / NVD first with legacy fallback
2016-10-07 14:59:00 UTC

2026-05-06 22:30:45 UTC

The exception handling code in Eclipse Jetty before 9.2.9.v20150224 allows remote attackers to obtain sensitive informatio

Risk And Classification

|L

Primary CVSS: v3.0 7.5 HIGH from nvd@nist.gov
CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

EPSS: 0.924140000 probability, percentile 0.997370000 (date 2026-05-07)
Problem Types: CWE-200 | n/a

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 7.5 HIGH CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
2.0 nvd@nist.gov Primary 5 AV:N/AC:L/Au:N/C:P/I:N/A:N
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Eclipse Jetty 9.2.3 All All All
Application Eclipse Jetty 9.2.4 All All All
Application Eclipse Jetty 9.2.5 All All All
Application Eclipse Jetty 9.2.6 All All All
Application Eclipse Jetty 9.2.7 All All All
Application Eclipse Jetty 9.2.8 All All All
Application Eclipse Jetty 9.3.0 mO All All
Application Eclipse Jetty 9.3.0 m1 All All
Operating System Fedoraproject Fedora 22 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified
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http://cve.report/vendor/eclipse
http://cve.report/software/eclipse/jetty
http://cve.report/vendor/eclipse
http://cve.report/software/eclipse/jetty
http://cve.report/vendor/eclipse
http://cve.report/software/eclipse/jetty
http://cve.report/vendor/eclipse
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http://cve.report/software/eclipse/jetty
http://cve.report/vendor/eclipse
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http://cve.report/vendor/eclipse
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GDS - Blog - JetLeak Vulnerability: Remote Leakage of Shared Buffers in Jetty Web Server [CVE-2015-2080] af854a3

[SECURITY] Fedora 22 Update: jetty-9.2.9-1.fc22 af854a3
Jetty CVE-2015-2080 Information Disclosure Vulnerability af854a3
jetty.project/2015-02-24-httpparser-error-buffer-bleed.md at jetty-9.2.x - eclipse/jetty.project - GitHub af854a3
Jetty 9.2.8 Shared Buffer Leakage ~ Packet Storm af854a3
SecurityFocus af854a3
[ietty-announce] Critical Security Release of Jetty 9.2.9.v20150224 af854a3

Full Disclosure: GDS Labs Alert [CVE-2015-2080] - JetLeak Vulnerability: Remote Leakage Of Shared Buffers In Jetty Web Server  af854a3

[ietty-announce] CVE-2015-2080 : JetLeak Vulnerability Remote Leakage of af854a3
Jetty HTTP Parsing Bug Lets Remote Users Obtain Sensitive Information From Previous User Requests - Security Tracker af854a3
CVE Program record CVE.OF
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

982307 Java (maven) Security Update for org.eclipse.jetty:jetty-server (GHSA-ghgj-3xqr-6jfm)
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