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Summary

CVE CVE-2015-2149

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-03-18 14:59:00 UTC

Updated 2016-06-23 17:55:00 UTC

Description Multiple cross-site scripting (XSS) vulnerabilities in the administrative backend in MyBB (aka MyBulletinBoard) before 1.8.4 allow remote authenticated users to inject arbitrary web script or HTML via the (1) MIME-type field in an add action in the config-attachment_types module to admin/index.php; (2) title or (3) short description field in an add action in the (a) config-mycode or (b) user-groups module to admin/index.php; (4) title field in an add action in the (c) forum-management or (d) tool-tasks module to admin/index.php; (5) name field in an add_set action in the style-templates module to admin/index.php; (6) title field in an add_template_group action in the style-templates module to admin/index.php; (7) name field in an add action in the config-post_icons module to admin/index.php; (8) "title to assign" field in an add action in the user-titles module to admin/index.php; or (9) username field in the config-banning module to admin/index.php.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mybb Mybb All All All All

References

Reference Source Link

oss-sec: Re: CVE-Request -- MyBB v. 1.8.3 -- Multiple stored XSS-vulnerabilities MLIST seclists.org

travel-free MISC sroesemann.blogspot.de

oss-sec: CVE-Request -- MyBB v. 1.8.3 -- Multiple stored XSS-vulnerabilities MLIST seclists.org

MyBB 1.8.4 Released – Feature Update, Security & Maintenance Release | MyBB Blog CONFIRM blog.mybb.com

Full Disclosure: Multiple stored XSS-vulnerabilities in MyBB v. 1.8.3 FULLDISC seclists.org

MyBB Bugs Permit Cross-Site Scripting, Cross-Site Request Forgery, and Information Disclosure Attacks - SecurityTracker SECTRACK www.securitytracker.com

MyBB Multiple HTML Injection Vulnerabilities BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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