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Summary

CVE CVE-2015-2156

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-10-18 15:29:00 UTC

Updated 2023-11-07 02:25:00 UTC

Description Netty before 3.9.8.Final, 3.10.x before 3.10.3.Final, 4.0.x before 4.0.28.Final, and 4.1.x before 4.1.0.Beta5 and Play Framework 2.x before 2.3.9 might allow remote attackers to bypass the httpOnly flag on cookies and obtain sensitive information by leveraging improper validation of cookie name and value characters.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Lightbend Play Framework 2.0 rc3 All All

Application Lightbend Play Framework 2.0 rc4 All All

Application Lightbend Play Framework 2.0 rc5 All All

Application Lightbend Play Framework 2.0.2 All All All

Application Lightbend Play Framework 2.0.2 rc1 All All

Application Lightbend Play Framework 2.0.2 rc2 All All

Application Lightbend Play Framework 2.0.3 All All All

Application Lightbend Play Framework 2.0.3 rc1 All All

Application Lightbend Play Framework 2.0.3 rc2 All All

Application Lightbend Play Framework 2.0.4 All All All

Application Lightbend Play Framework 2.0.4 rc1 All All

Application Lightbend Play Framework 2.0.4 rc2 All All

Application Lightbend Play Framework 2.0.5 All All All

Application Lightbend Play Framework 2.0.5 rc1 All All

Application Lightbend Play Framework 2.0.5 rc2 All All

Application Lightbend Play Framework 2.0.6 All All All

Application Lightbend Play Framework 2.0.7 All All All
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Application Lightbend Play Framework 2.0.7 All All All

Application Lightbend Play Framework 2.0.8 All All All

Application Lightbend Play Framework 2.1.0 All All All

Application Lightbend Play Framework 2.1.1 All All All

Application Lightbend Play Framework 2.1.1 rc1 All All

Application Lightbend Play Framework 2.2.0 All All All

Application Lightbend Play Framework 2.2.1 All All All

Application Lightbend Play Framework 2.2.2 All All All

Application Lightbend Play Framework 2.2.6 All All All

Application Lightbend Play Framework 2.3.0 All All All

Application Lightbend Play Framework 2.3.0 rc1 All All

Application Lightbend Play Framework 2.3.0 rc2 All All

Application Lightbend Play Framework 2.3.1 All All All

Application Lightbend Play Framework 2.3.2 All All All

Application Lightbend Play Framework 2.3.2 rc1 All All

Application Lightbend Play Framework 2.3.2 rc2 All All

Application Lightbend Play Framework 2.3.3 All All All

Application Lightbend Play Framework 2.3.4 All All All

Application Lightbend Play Framework 2.3.5 All All All

Application Lightbend Play Framework 2.3.6 All All All

Application Lightbend Play Framework 2.3.7 All All All

Application Lightbend Play Framework 2.3.8 All All All

Application Lightbend Play Framework 2.0 rc3 All All

Application Lightbend Play Framework 2.0 rc4 All All

Application Lightbend Play Framework 2.0 rc5 All All

Application Lightbend Play Framework 2.0.2 All All All

Application Lightbend Play Framework 2.0.2 rc1 All All

Application Lightbend Play Framework 2.0.2 rc2 All All

Application Lightbend Play Framework 2.0.3 All All All

Application Lightbend Play Framework 2.0.3 rc1 All All

Application Lightbend Play Framework 2.0.3 rc2 All All

Application Lightbend Play Framework 2.0.4 All All All

Application Lightbend Play Framework 2.0.4 rc1 All All

Application Lightbend Play Framework 2.0.4 rc2 All All

Application Lightbend Play Framework 2.0.5 All All All

Application Lightbend Play Framework 2.0.5 rc1 All All
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Application Lightbend Play Framework 2.0.5 rc2 All All

Application Lightbend Play Framework 2.0.6 All All All

Application Lightbend Play Framework 2.0.7 All All All

Application Lightbend Play Framework 2.0.8 All All All

Application Lightbend Play Framework 2.1.0 All All All

Application Lightbend Play Framework 2.1.1 All All All

Application Lightbend Play Framework 2.1.1 rc1 All All

Application Lightbend Play Framework 2.2.0 All All All

Application Lightbend Play Framework 2.2.1 All All All

Application Lightbend Play Framework 2.2.2 All All All

Application Lightbend Play Framework 2.2.6 All All All

Application Lightbend Play Framework 2.3.0 All All All

Application Lightbend Play Framework 2.3.0 rc1 All All

Application Lightbend Play Framework 2.3.0 rc2 All All

Application Lightbend Play Framework 2.3.1 All All All

Application Lightbend Play Framework 2.3.2 All All All

Application Lightbend Play Framework 2.3.2 rc1 All All

Application Lightbend Play Framework 2.3.2 rc2 All All

Application Lightbend Play Framework 2.3.3 All All All

Application Lightbend Play Framework 2.3.4 All All All

Application Lightbend Play Framework 2.3.5 All All All

Application Lightbend Play Framework 2.3.6 All All All

Application Lightbend Play Framework 2.3.7 All All All

Application Lightbend Play Framework 2.3.8 All All All

Application Netty Netty 3.10.0 All All All

Application Netty Netty 3.10.1 All All All

Application Netty Netty 3.10.2 All All All

Application Netty Netty 4.0.0 All All All

Application Netty Netty 4.0.1 All All All

Application Netty Netty 4.0.10 All All All

Application Netty Netty 4.0.11 All All All

Application Netty Netty 4.0.12 All All All

Application Netty Netty 4.0.13 All All All

Application Netty Netty 4.0.14 All All All

Application Netty Netty 4.0.15 All All All

Application Netty Netty 4.0.16 All All All
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Application Netty Netty 4.0.16 All All All

Application Netty Netty 4.0.17 All All All

Application Netty Netty 4.0.18 All All All

Application Netty Netty 4.0.19 All All All

Application Netty Netty 4.0.2 All All All

Application Netty Netty 4.0.20 All All All

Application Netty Netty 4.0.21 All All All

Application Netty Netty 4.0.22 All All All

Application Netty Netty 4.0.23 All All All

Application Netty Netty 4.0.24 All All All

Application Netty Netty 4.0.25 All All All

Application Netty Netty 4.0.26 All All All

Application Netty Netty 4.0.27 All All All

Application Netty Netty 4.0.3 All All All

Application Netty Netty 4.0.4 All All All

Application Netty Netty 4.0.5 All All All

Application Netty Netty 4.0.6 All All All

Application Netty Netty 4.0.7 All All All

Application Netty Netty 4.0.8 All All All

Application Netty Netty 4.0.9 All All All

Application Netty Netty 4.1.0 beta1 All All

Application Netty Netty 4.1.0 beta2 All All

Application Netty Netty 4.1.0 beta3 All All

Application Netty Netty 4.1.0 beta4 All All

Application Netty Netty 3.10.0 All All All

Application Netty Netty 3.10.1 All All All

Application Netty Netty 3.10.2 All All All

Application Netty Netty 4.0.0 All All All

Application Netty Netty 4.0.1 All All All

Application Netty Netty 4.0.10 All All All

Application Netty Netty 4.0.11 All All All

Application Netty Netty 4.0.12 All All All

Application Netty Netty 4.0.13 All All All

Application Netty Netty 4.0.14 All All All

Application Netty Netty 4.0.15 All All All

Application Netty Netty 4.0.16 All All All
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Application Netty Netty 4.0.17 All All All

Application Netty Netty 4.0.18 All All All

Application Netty Netty 4.0.19 All All All

Application Netty Netty 4.0.2 All All All

Application Netty Netty 4.0.20 All All All

Application Netty Netty 4.0.21 All All All

Application Netty Netty 4.0.22 All All All

Application Netty Netty 4.0.23 All All All

Application Netty Netty 4.0.24 All All All

Application Netty Netty 4.0.25 All All All

Application Netty Netty 4.0.26 All All All

Application Netty Netty 4.0.27 All All All

Application Netty Netty 4.0.3 All All All

Application Netty Netty 4.0.4 All All All

Application Netty Netty 4.0.5 All All All

Application Netty Netty 4.0.6 All All All

Application Netty Netty 4.0.7 All All All

Application Netty Netty 4.0.8 All All All

Application Netty Netty 4.0.9 All All All

Application Netty Netty 4.1.0 beta1 All All

Application Netty Netty 4.1.0 beta2 All All

Application Netty Netty 4.1.0 beta3 All All

Application Netty Netty 4.1.0 beta4 All All

Application Netty Netty All All All All

Application Playframework Play Framework 2.0 All All All

Application Playframework Play Framework 2.0 beta All All

Application Playframework Play Framework 2.0 rc1 All All

Application Playframework Play Framework 2.0 rc2 All All

Application Playframework Play Framework 2.0.1 All All All

Application Playframework Play Framework 2.1.1 2.9.x-backport All All

Application Playframework Play Framework 2.1.1 rc1-2.9.x-backport All All

Application Playframework Play Framework 2.1.1 rc2 All All

Application Playframework Play Framework 2.1.2 All All All

Application Playframework Play Framework 2.1.2 rc1 All All

Application Playframework Play Framework 2.1.2 rc2 All All
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Application Playframework Play Framework 2.1.3 All All All

Application Playframework Play Framework 2.1.3 rc1 All All

Application Playframework Play Framework 2.1.3 rc2 All All

Application Playframework Play Framework 2.1.4 All All All

Application Playframework Play Framework 2.1.4 rc1 All All

Application Playframework Play Framework 2.1.4 rc2 All All

Application Playframework Play Framework 2.1.5 All All All

Application Playframework Play Framework 2.1.6 All All All

Application Playframework Play Framework 2.1.6 rc1 All All

Application Playframework Play Framework 2.2.0 m1 All All

Application Playframework Play Framework 2.2.0 m2 All All

Application Playframework Play Framework 2.2.0 m3 All All

Application Playframework Play Framework 2.2.0 rc1 All All

Application Playframework Play Framework 2.2.0 rc2 All All

Application Playframework Play Framework 2.2.1 rc1 All All

Application Playframework Play Framework 2.2.2 rc1 All All

Application Playframework Play Framework 2.2.2 rc2 All All

Application Playframework Play Framework 2.2.2 rc3 All All

Application Playframework Play Framework 2.2.2 rc4 All All

Application Playframework Play Framework 2.2.3 All All All

Application Playframework Play Framework 2.2.3 rc1 All All

Application Playframework Play Framework 2.2.3 rc2 All All

Application Playframework Play Framework 2.2.4 All All All

Application Playframework Play Framework 2.2.5 All All All

Application Playframework Play Framework 2.3 m1 All All

Application Playframework Play Framework 2.0 All All All

Application Playframework Play Framework 2.0 beta All All

Application Playframework Play Framework 2.0 rc1 All All

Application Playframework Play Framework 2.0 rc2 All All

Application Playframework Play Framework 2.0.1 All All All

Application Playframework Play Framework 2.1.1 2.9.x-backport All All

Application Playframework Play Framework 2.1.1 rc1-2.9.x-backport All All

Application Playframework Play Framework 2.1.1 rc2 All All

Application Playframework Play Framework 2.1.2 All All All

Application Playframework Play Framework 2.1.2 rc1 All All

Application Playframework Play Framework 2.1.2 rc2 All All
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