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Summary

CVE CVE-2015-2206

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-03-09 17:59:00 UTC

Updated 2016-12-28 02:59:00 UTC

Description libraries/select_lang.lib.php in phpMyAdmin 4.0.x before 4.0.10.9, 4.2.x before 4.2.13.2, and 4.3.x before 4.3.11.1 includes invalid language values in unknown-language error responses that contain a CSRF token and may be sent with HTTP compression, which makes it easier for remote attackers to conduct a BREACH attack and determine this token via a series of crafted requests.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 20 All All All

Operating System Fedoraproject Fedora 21 All All All

Operating System Fedoraproject Fedora 22 All All All

Operating System Fedoraproject Fedora 20 All All All

Operating System Fedoraproject Fedora 21 All All All

Operating System Fedoraproject Fedora 22 All All All

Application Phpmyadmin Phpmyadmin 4.0.0 All All All

Application Phpmyadmin Phpmyadmin 4.0.0 rc2 All All

Application Phpmyadmin Phpmyadmin 4.0.0 rc3 All All

Application Phpmyadmin Phpmyadmin 4.0.1 All All All

Application Phpmyadmin Phpmyadmin 4.0.10 All All All

Application Phpmyadmin Phpmyadmin 4.0.10.1 All All All

Application Phpmyadmin Phpmyadmin 4.0.10.2 All All All

Application Phpmyadmin Phpmyadmin 4.0.10.3 All All All

Application Phpmyadmin Phpmyadmin 4.0.10.4 All All All

Application Phpmyadmin Phpmyadmin 4.0.10.5 All All All

Application Phpmyadmin Phpmyadmin 4.0.10.6 All All All
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Application Phpmyadmin Phpmyadmin 4.0.10.6 All All All

Application Phpmyadmin Phpmyadmin 4.0.10.7 All All All

Application Phpmyadmin Phpmyadmin 4.0.10.8 All All All

Application Phpmyadmin Phpmyadmin 4.0.2 All All All

Application Phpmyadmin Phpmyadmin 4.0.3 All All All

Application Phpmyadmin Phpmyadmin 4.0.4 All All All

Application Phpmyadmin Phpmyadmin 4.0.4.1 All All All

Application Phpmyadmin Phpmyadmin 4.0.4.2 All All All

Application Phpmyadmin Phpmyadmin 4.0.5 All All All

Application Phpmyadmin Phpmyadmin 4.0.6 All All All

Application Phpmyadmin Phpmyadmin 4.0.7 All All All

Application Phpmyadmin Phpmyadmin 4.0.8 All All All

Application Phpmyadmin Phpmyadmin 4.0.9 All All All

Application Phpmyadmin Phpmyadmin 4.2.0 All All All

Application Phpmyadmin Phpmyadmin 4.2.1 All All All

Application Phpmyadmin Phpmyadmin 4.2.10 All All All

Application Phpmyadmin Phpmyadmin 4.2.10.1 All All All

Application Phpmyadmin Phpmyadmin 4.2.11 All All All

Application Phpmyadmin Phpmyadmin 4.2.12 All All All

Application Phpmyadmin Phpmyadmin 4.2.13 All All All

Application Phpmyadmin Phpmyadmin 4.2.13.1 All All All

Application Phpmyadmin Phpmyadmin 4.2.2 All All All

Application Phpmyadmin Phpmyadmin 4.2.3 All All All

Application Phpmyadmin Phpmyadmin 4.2.4 All All All

Application Phpmyadmin Phpmyadmin 4.2.5 All All All

Application Phpmyadmin Phpmyadmin 4.2.6 All All All

Application Phpmyadmin Phpmyadmin 4.2.7 All All All

Application Phpmyadmin Phpmyadmin 4.2.7.1 All All All

Application Phpmyadmin Phpmyadmin 4.2.8 All All All

Application Phpmyadmin Phpmyadmin 4.2.8.1 All All All

Application Phpmyadmin Phpmyadmin 4.2.9 All All All

Application Phpmyadmin Phpmyadmin 4.2.9.1 All All All

Application Phpmyadmin Phpmyadmin 4.3.0 All All All

Application Phpmyadmin Phpmyadmin 4.3.1 All All All

Application Phpmyadmin Phpmyadmin 4.3.10 All All All

Application Phpmyadmin Phpmyadmin 4.3.11 All All All
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Application Phpmyadmin Phpmyadmin 4.3.2 All All All

Application Phpmyadmin Phpmyadmin 4.3.3 All All All

Application Phpmyadmin Phpmyadmin 4.3.4 All All All

Application Phpmyadmin Phpmyadmin 4.3.5 All All All

Application Phpmyadmin Phpmyadmin 4.3.6 All All All

Application Phpmyadmin Phpmyadmin 4.3.7 All All All

Application Phpmyadmin Phpmyadmin 4.3.8 All All All

Application Phpmyadmin Phpmyadmin 4.3.9 All All All

Application Phpmyadmin Phpmyadmin 4.0.0 All All All

Application Phpmyadmin Phpmyadmin 4.0.0 rc2 All All

Application Phpmyadmin Phpmyadmin 4.0.0 rc3 All All

Application Phpmyadmin Phpmyadmin 4.0.1 All All All

Application Phpmyadmin Phpmyadmin 4.0.10 All All All

Application Phpmyadmin Phpmyadmin 4.0.10.1 All All All

Application Phpmyadmin Phpmyadmin 4.0.10.2 All All All

Application Phpmyadmin Phpmyadmin 4.0.10.3 All All All

Application Phpmyadmin Phpmyadmin 4.0.10.4 All All All

Application Phpmyadmin Phpmyadmin 4.0.10.5 All All All

Application Phpmyadmin Phpmyadmin 4.0.10.6 All All All

Application Phpmyadmin Phpmyadmin 4.0.10.7 All All All

Application Phpmyadmin Phpmyadmin 4.0.10.8 All All All

Application Phpmyadmin Phpmyadmin 4.0.2 All All All

Application Phpmyadmin Phpmyadmin 4.0.3 All All All

Application Phpmyadmin Phpmyadmin 4.0.4 All All All

Application Phpmyadmin Phpmyadmin 4.0.4.1 All All All

Application Phpmyadmin Phpmyadmin 4.0.4.2 All All All

Application Phpmyadmin Phpmyadmin 4.0.5 All All All

Application Phpmyadmin Phpmyadmin 4.0.6 All All All

Application Phpmyadmin Phpmyadmin 4.0.7 All All All

Application Phpmyadmin Phpmyadmin 4.0.8 All All All

Application Phpmyadmin Phpmyadmin 4.0.9 All All All

Application Phpmyadmin Phpmyadmin 4.2.0 All All All

Application Phpmyadmin Phpmyadmin 4.2.1 All All All

Application Phpmyadmin Phpmyadmin 4.2.10 All All All

Application Phpmyadmin Phpmyadmin 4.2.10.1 All All All

Application Phpmyadmin Phpmyadmin 4.2.11 All All All
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Application Phpmyadmin Phpmyadmin 4.2.11 All All All

Application Phpmyadmin Phpmyadmin 4.2.12 All All All

Application Phpmyadmin Phpmyadmin 4.2.13 All All All

Application Phpmyadmin Phpmyadmin 4.2.13.1 All All All

Application Phpmyadmin Phpmyadmin 4.2.2 All All All

Application Phpmyadmin Phpmyadmin 4.2.3 All All All

Application Phpmyadmin Phpmyadmin 4.2.4 All All All

Application Phpmyadmin Phpmyadmin 4.2.5 All All All

Application Phpmyadmin Phpmyadmin 4.2.6 All All All

Application Phpmyadmin Phpmyadmin 4.2.7 All All All

Application Phpmyadmin Phpmyadmin 4.2.7.1 All All All

Application Phpmyadmin Phpmyadmin 4.2.8 All All All

Application Phpmyadmin Phpmyadmin 4.2.8.1 All All All

Application Phpmyadmin Phpmyadmin 4.2.9 All All All

Application Phpmyadmin Phpmyadmin 4.2.9.1 All All All

Application Phpmyadmin Phpmyadmin 4.3.0 All All All

Application Phpmyadmin Phpmyadmin 4.3.1 All All All

Application Phpmyadmin Phpmyadmin 4.3.10 All All All

Application Phpmyadmin Phpmyadmin 4.3.11 All All All

Application Phpmyadmin Phpmyadmin 4.3.2 All All All

Application Phpmyadmin Phpmyadmin 4.3.3 All All All

Application Phpmyadmin Phpmyadmin 4.3.4 All All All

Application Phpmyadmin Phpmyadmin 4.3.5 All All All

Application Phpmyadmin Phpmyadmin 4.3.6 All All All

Application Phpmyadmin Phpmyadmin 4.3.7 All All All

Application Phpmyadmin Phpmyadmin 4.3.8 All All All

Application Phpmyadmin Phpmyadmin 4.3.9 All All All

References

Reference Source Link Tags

openSUSE-SU-2015:1191-1: moderate: Security update for phpMyAdmin SUSE lists.opensuse.org

[SECURITY] Fedora 20 Update: phpMyAdmin-4.3.11.1-1.fc20 FEDORA lists.fedoraproject.org Third Party Advisory

[security] Risk of BREACH attack · phpmyadmin/phpmyadmin@b2f1e89 · GitHub CONFIRM github.com

phpMyAdmin Bug May Disclose CSRF Token to Remote Users - SecurityTracker SECTRACK www.securitytracker.com Third Party Advisory, VDB Entry

Debian -- Security Information -- DSA-3382-1 phpmyadmin DEBIAN www.debian.org

phpMyAdmin - Security - PMASA-2015-1 CONFIRM www.phpmyadmin.net Vendor Advisory
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phpMyAdmin CVE-2015-2206 Information Disclosure Vulnerability BID www.securityfocus.com

Support / Security / Advisories / / MDVSA-2015:186 | Mandriva MANDRIVA www.mandriva.com Broken Link

[SECURITY] Fedora 22 Update: phpMyAdmin-4.3.11.1-1.fc22 FEDORA lists.fedoraproject.org Third Party Advisory

[SECURITY] Fedora 21 Update: phpMyAdmin-4.3.11.1-1.fc21 FEDORA lists.fedoraproject.org Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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