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CVE CVE-2015-2222

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-05-12 19:59:00 UTC

Updated 2017-01-03 02:59:00 UTC

Description ClamAV before 0.98.7 allows remote attackers to cause a denial of service (crash) via a crafted petite packed file.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 14.10 All All All
Operating System Canonical Ubuntu Linux 15.1 All All All
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 14.10 All All All
Operating System Canonical Ubuntu Linux 15.1 All All All
Application Clamav Clamav All All All All

Reference Source Link Tags

USN-2594-1: ClamAV vulnerabilities | Ubuntu UBUNTU ubuntu.com

openSUSE-SU-2015:0906-1: moderate: Security update for clamav SUSE lists.opensuse.org

ClamAV® blog: ClamAV 0.98.7 has been released! CONFIRM  blog.clamav.net Patch, Vendor Advisory
ClamAV Multiple Denial of Service Vulnerabilities BID www.securityfocus.com

ClamAV: Multiple vulnerabilities (GLSA 201512-08) — Gentoo Security GENTOO  security.gentoo.org
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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