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Summary

CVE CVE-2015-2248

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-05-01 15:59:00 UTC

Updated 2018-03-12 16:47:00 UTC

Description Cross-site request forgery (CSRF) vulnerability in the user portal in Dell SonicWALL Secure Remote Access (SRA) products with firmware before 7.5.1.0-38sv and 8.x before 8.0.0.1-16sv allows remote attackers to hijack the authentication of users for requests that create bookmarks via a crafted request to cgi-bin/editBookmark.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Sonicwall Remote Access Firmware All All All All

Operating System Sonicwall Remote Access Firmware All All All All

References

Reference

Dell SonicWALL Secure Remote Access (SRA) Appliance - Cross-Site Request Forgery - CGI webapps Exploit

Dell SonicWALL Secure Remote Access Access Control Flaw in 'cgi-bin/editBookmark' Lets Remote Users Conduct Cross-Site Request Forgery Attacks - SecurityTracker

Dell SonicWall Secure Remote Access Appliance 7.5/8.0 /cgi-bin/editBookmark cross site request forgery

Dell SonicWALL Secure Remote Access 7.5 / 8.0 CSRF ≈ Packet Storm

Dell SonicWALL Secure Remote Access Products CVE-2015-2248 Cross Site Request Forgery Vulnerability

SonicWALL SRA Series Product Notification

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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