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CVE CVE-2015-2265
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-03-24 17:59:00 UTC
Updated 2016-12-28 02:59:00 UTC
Description The remove_bad_chars function in utils/cups-browsed.c in cups-filters before 1.0.66 allows remote IPP printers to execute :

/ |

1|

Risk And Classification

Problem Types: CWE-77

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 14.10 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 14.10 All All All

Application Linuxfoundation Cups-filters All All All All

Reference Source Link Tags
openSUSE-SU-2015:1244-1: moderate: Security update for cups-filters SUSE lists.opensuse.org

Bug 1265 — CUPS-filters remove_bad_chars() bypass CONFIRM  bugs.linuxfoundation.org  Exploit
/openprinting/cups-filters : revision 7333 CONFIRM  bzr.linuxfoundation.org Vendor
Support / Security / Advisories / / MDVSA-2015:196 | Mandriva MANDRIVA  www.mandriva.com

USN-2532-1: cups-filters vulnerability | Ubuntu UBUNTU www.ubuntu.com Patch
Mageia Advisory: MGASA-2015-0132 - Updated cups-filters packages fix CVE-2015-2265 CONFIRM  advisories.mageia.org

CVE Program record CVE.ORG WWW.CVe.org canonic
NVD vulnerability detail NVD nvd.nist.gov canonic
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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