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Summary

CVE CVE-2015-2278

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-06-02 14:59:00 UTC

Updated 2018-10-09 19:56:00 UTC

Description The LZH decompression implementation (CsObjectInt::BuildHufTree function in vpa108csulzh.cpp) in SAP MaxDB 7.5 and 7.6, Netweaver Application Server ABAP, Netweaver Application Server Java, Netweaver RFC SDK, GUI, RFC SDK, SAPCAR archive tool, and other products allows context-dependent attackers to cause a denial of service (out-of-bounds read) via unspecified vectors, related to look-ups of non-simple codes, aka SAP Security Note 2124806, 2121661, 2127995, and 2125316.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sap Gui - All All All

Application Sap Gui - All All All

Application Sap Maxdb 7.5 All All All

Application Sap Maxdb 7.6 All All All

Application Sap Maxdb 7.5 All All All

Application Sap Maxdb 7.6 All All All

Application Sap Netweaver Abap Application Server - All All All

Application Sap Netweaver Abap Application Server - All All All

Application Sap Netweaver Java Application Server - All All All

Application Sap Netweaver Java Application Server - All All All

Application Sap Netweaver Rfc Sdk - All All All

Application Sap Netweaver Rfc Sdk - All All All

Application Sap Rfc Library All All All All

Application Sap Rfc Library All All All All
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SecurityFocus BUGTRAQ www.securityfocus.com

Full Disclosure: SAP Security Notes May 2015 FULLDISC seclists.org Exploit

SAP LZC/LZH Compression Denial Of Service ≈ Packet Storm MISC packetstormsecurity.com Exploit

Multiple SAP Products Buffer Overflow and Denial of Service Vulnerabilities BID www.securityfocus.com

Full Disclosure: [CORE-2015-0009] - SAP LZC/LZH Compression Multiple Vulnerabilities FULLDISC seclists.org Exploit

SAP LZC/LZH Compression Multiple Vulnerabilities Advisory | Core Security MISC www.coresecurity.com Exploit

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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