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Summary

CVE CVE-2015-2280

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-07-25 01:29:00 UTC

Updated 2018-10-09 19:56:00 UTC

Description snwrite.cgi in AirLink101 SkyIPCam1620W Wireless N MPEG4 3GPP network camera with firmware FW_AIC1620W_1.1.0-12_20120709_r1192.pck allows remote authenticated users to execute arbitrary OS commands via shell metacharacters in the mac parameter.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Airlink101 Skyipcam1620w Wireless N Mpeg4 3gpp - All All All

Hardware Airlink101 Skyipcam1620w Wireless N Mpeg4 3gpp - All All All

Operating System Airlink101 Skyipcam1620w Wireless N Mpeg4 3gpp Firmware 1.1.0-12_20120709 All All All

Operating System Airlink101 Skyipcam1620w Wireless N Mpeg4 3gpp Firmware 1.1.0-12_20120709 All All All

References

Reference Source Link Tags

Malformed Request BID www.securityfocus.com Third Party Advisory, VDB Entry

Full Disclosure: [CORE-2015-0011] - AirLink101 SkyIPCam1620W OS Command Injection FULLDISC seclists.org Exploit, Mailing List, Third Party Advisory, VDB Entry

AirLink101 SkyIPCam1620W - OS Command Injection - Hardware webapps Exploit EXPLOIT-DB www.exploit-db.com Exploit, Third Party Advisory, VDB Entry

SecurityFocus BUGTRAQ www.securityfocus.com

AirLink101 SkyIPCam1620W OS Command Injection ≈ Packet Storm MISC packetstormsecurity.com Exploit, Third Party Advisory, VDB Entry

AirLink101 SkyIPCam1620W OS Command Injection | CoreLabs Advisory MISC www.coresecurity.com Exploit, Technical Description, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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