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CVE CVE-2015-2281
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Risk And Classification

Problem Types: CWE-119

Type Vendor Product Version Update Edition
Application Fortinet Single Sign On 4.3 All All
Application Fortinet Single Sign On 4.3 All All

NVD Known Affected Configurations (CPE 2.3)

Language
All

All

Published 2015-03-19 14:59:00 UTC
Updated 2018-10-09 19:56:00 UTC
Description Stack-based buffer overflow in collectoragent.exe in Fortinet Single Sign On (FSSO) before build 164 allows remote attacke
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References

/

Reference Source
FortiGuard.com | FSSO stack-based buffer overflow CONFIRM
Fortinet Single Sign On Stack Overflow EXPLOIT-DB
FortiGuard CONFIRM
119719 OSvVDB
Fortinet Single Sign On Stack Overflow - CoreLabs Advisory MISC

Multiple Fortinet Single Sign On Products CVE-2015-2281 Stack Buffer Overflow Vulnerability BID

SecurityFocus BUGTRAQ
Full Disclosure: [CORE-2015-0006] - Fortinet Single Sign On Stack Overflow FULLDISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD

Link
www.fortiguard.com
www.exploit-db.com
www.fortiguard.com
www.osvdb.org
www.coresecurity.com
www.securityfocus.com
www.securityfocus.com
seclists.org
www.cve.org

nvd.nist.gov

No vendor comments have been submitted for this CVE.
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https://cve.report/
https://cve.report/CVE-2015-2281/mitre
https://cve.report/CVE-2015-2281/nist
https://cve.report/CVE-2015-2281/cve_org
https://cve.report/api/cve/CVE-2015-2281.json
https://cve.report/CVE-2015-2281.pdf
http://cve.report/vendor/fortinet
http://cve.report/software/fortinet/single_sign_on
http://cve.report/vendor/fortinet
http://cve.report/software/fortinet/single_sign_on
http://www.fortiguard.com/advisory/FG-IR-15-006/
https://www.exploit-db.com/exploits/36422/
http://www.fortiguard.com/advisory/2015-02-27-fsso-stack-based-buffer-overflow
http://www.osvdb.org/119719
http://www.coresecurity.com/advisories/fortinet-single-sign-on-stack-overflow
http://www.securityfocus.com/bid/73206
http://www.securityfocus.com/archive/1/534918/100/0/threaded
http://seclists.org/fulldisclosure/2015/Mar/111
https://www.cve.org/CVERecord?id=CVE-2015-2281
https://nvd.nist.gov/vuln/detail/CVE-2015-2281

There are currently no legacy QID mappings associated with this CVE.
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