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Stack-based buffer overflow in the LZC decompression implementation (CsObjectint::CsDecomprLZC function in vpa106cs
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Risk And Classification

Problem Types: CWE-119
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References

Vendor Product Version Update Edition Language
Sap Gui - All All All
Sap Gui - All All All
Sap Maxdb 7.5 All All All
Sap Maxdb 7.6 All All All
Sap Maxdb 7.5 All All All
Sap Maxdb 7.6 All All All
Sap Netweaver Abap Application Server - All All All
Sap Netweaver Abap Application Server - All All All
Sap Netweaver Java Application Server - All All All
Sap Netweaver Java Application Server - All All All
Sap Netweaver Rfc Sdk - All All All
Sap Netweaver Rfc Sdk - All All All
Sap Rfc Library All All All All
Sap Rfc Library All All All All
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Full Disclosure: SAP Security Notes May 2015 FULLDISC
SAP LZC/LZH Compression Denial Of Service ~ Packet Storm MISC
Multiple SAP Products Buffer Overflow and Denial of Service Vulnerabilities BID

Full Disclosure: [CORE-2015-0009] - SAP LZC/LZH Compression Multiple Vulnerabilities FULLDISC

SAP LZC/LZH Compression Multiple Vulnerabilities Advisory | Core Security MISC
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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