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CVE CVE-2015-2327
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-12-02 01:59:00 UTC
Updated 2018-01-05 02:30:00 UTC
Description PCRE before 8.36 mishandles the /(((a\2)|(a*)\g<-1>))*/ pattern and related patterns with certain internal recursive back refe

/ |

1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Pcre Perl Compatible Regular Expression Library All All All All
Reference Source Link
[SERVER-17252] Upgrade PCRE Version from 8.30 to Latest - MongoDB CONFIRM jira.mongo
PCRE 'compile_regex()' Function Stack Buffer Overflow Vulnerability BID www.secu
ViewVC Exception CONFIRM vcs.pcre.o
Bug 1503 — PCRE Library Stack Overflow Vulnerability CONFIRM  bugs.exim
oss-security - Re: Heap Overflow in PCRE MLIST www.open
Red Hat Customer Portal REDHAT  rhn.redhat
FortiGuard.com | Fortinet Discovers MongoDB 'Regular Expression' Parsing Remote Denial of Service Vulnerability MISC www.fortig
CVE Program record CVE.ORG www.cve.c
NVD vulnerability detail NVD nvd.nist.gc
| | |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings


https://cve.report/
https://cve.report/CVE-2015-2327/mitre
https://cve.report/CVE-2015-2327/nist
https://cve.report/CVE-2015-2327/cve_org
https://cve.report/CVE-2015-2327.pdf
http://cve.report/vendor/pcre
http://cve.report/software/pcre/perl_compatible_regular_expression_library
https://jira.mongodb.org/browse/SERVER-17252
http://www.securityfocus.com/bid/74924
http://vcs.pcre.org/pcre/code/trunk/ChangeLog?view=markup
https://bugs.exim.org/show_bug.cgi?id=1503
http://www.openwall.com/lists/oss-security/2015/11/29/1
http://rhn.redhat.com/errata/RHSA-2016-2750.html
http://www.fortiguard.com/advisory/FG-VD-15-010/
https://www.cve.org/CVERecord?id=CVE-2015-2327
https://nvd.nist.gov/vuln/detail/CVE-2015-2327
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