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CVE CVE-2015-2330
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/

Risk And Classification

Published 2017-03-10 02:59:00 UTC
Updated 2017-07-01 01:29:00 UTC
Description Late TLS certificate verification in WebKitGTK+ prior to 2.6.6 allows remote attackers to view a secure HTTP request, incluc

1|

Problem Types: CWE-295

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update

Application Webkitgtk Webkitgtk Al Al

Edition

All

Language

All

References

Reference Source
oss-security - CVE Request: WebKitGTK+ late TLS certificate verification MLIST
oss-security - Re: CVE Request: WebKitGTK+ late TLS certificate verification ~ MLIST
Bug Access Denied CONFIRM
WebKitGTK+: Multiple vulnerabilities (GLSA 201706-15) — Gentoo security GENTOO

WebKitGTK+ Security Advisory WSA-2015-0002 - The WebKitGTK+ Project  CONFIRM

Changeset 181074 — WebKit CONFIRM
CVE Program record CVE.ORG
NVD vulnerability detail NVD

1]

Link
www.openwall.com
www.openwall.com
bugs.webkit.org
security.gentoo.org
webkitgtk.org
trac.webkit.org
Www.cve.org

nvd.nist.gov

Tags
Mailing List, Third Party Ac
Mailing List, Third Party Ac

Permissions Required

Vendor Advisory
Release Notes, Vendor Ac
canonical

canonical, analysis

s

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

710506 Gentoo Linux WebKitGTK+ Multiple Vulnerabilities (GLSA 201706-15)


https://cve.report/
https://cve.report/CVE-2015-2330/mitre
https://cve.report/CVE-2015-2330/nist
https://cve.report/CVE-2015-2330/cve_org
https://cve.report/CVE-2015-2330.pdf
http://cve.report/vendor/webkitgtk
http://cve.report/software/webkitgtk/webkitgtk
http://www.openwall.com/lists/oss-security/2015/03/17/11
http://www.openwall.com/lists/oss-security/2015/03/18/4
https://bugs.webkit.org/show_bug.cgi?id=142244
https://security.gentoo.org/glsa/201706-15
https://webkitgtk.org/security/WSA-2015-0002.html
https://trac.webkit.org/changeset/181074
https://www.cve.org/CVERecord?id=CVE-2015-2330
https://nvd.nist.gov/vuln/detail/CVE-2015-2330
http://cve.report/qid/710506
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