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CVE CVE-2015-2331
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-03-30 10:59:12 UTC
Updated 2026-05-06 22:30:45 UTC
Description Integer overflow in the _zip_cdir_new function in zip_dirent.c in libzip 0.11.2 and earlier, as used in the ZIP extension in PH

/ |

Risk And Classification

Primary CVSS: v2.0 7.5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:P/I:P/A:P

Problem Types: CWE-189 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication
Sonfidentiality

ntegrity

\vailability

AV:N/AC:L/Au:N/C:P/I:P/A:P

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 7.0 All All All
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Application Php Php 5.5.7 All All All
Application Php Php 5.5.8 All All All
Application Php Php 55.9 All All All
Application Php Php 5.6.0 alphat All All
Application Php Php 5.6.0 alpha2 All All
Application Php Php 5.6.0 alpha3 All All
Application Php Php 5.6.0 alpha4 All All
Application Php Php 5.6.0 alphab5 All All
Application Php Php 5.6.0 betal All All
Application Php Php 5.6.0 beta2 All All
Application Php Php 5.6.0 beta3 All All
Application Php Php 5.6.0 betad All All
Application Php Php 5.6.1 All All All
Application Php Php 5.6.2 All All All
Application Php Php 5.6.3 All All All
Application Php Php 5.6.4 All All All
Application Php Php 5.6.5 All All All
Application Php Php 5.6.6 All All All
Application Php Php All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source
[SECURITY] Fedora 21 Update: libzip-0.11.2-5.fc21 af854a3a-2127-

"[security bulletin] HPSBUX03337 SSRT102066 rev.1 - HP-UX Apache Web Server Suite running Apache Web ' - MARC af854a3a-2127-

PHP ZIP Library Integer Overflow Lets Remote Users Execute Arbitrary Code - SecurityTracker af854a3a-2127-
APPLE-SA-2015-09-30-3 OS X El Capitan 10.11 af854a3a-2127-
openSUSE-SU-2015:0615-1: moderate: Security update for libzip af854a3a-2127-
hg.nih.at/libzip/rev/9f11d54f692e af854a3a-2127-
[SECURITY] Fedora 20 Update: libzip-0.11.2-5.fc20 af854a3a-2127-
Support / Security / Advisories / / MDVSA-2015:079 | Mandriva af854a3a-2127-

"[security bulletin] HPSBMUO03380 rev.1 - HP System Management Homepage (SMH) on Linux and Windows, Mu' - MARC  af854a3a-2127-

208.43.231.11 Git - php-src.git/commit af854a3a-2127-
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http://marc.info/?l=bugtraq&m=143403519711434&w=2
http://www.securitytracker.com/id/1031985
http://lists.apple.com/archives/security-announce/2015/Sep/msg00008.html
http://lists.opensuse.org/opensuse-updates/2015-03/msg00083.html
http://hg.nih.at/libzip/rev/9f11d54f692e
http://lists.fedoraproject.org/pipermail/package-announce/2015-April/155299.html
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[SECURITY] Fedora 22 Update: mingw-libzip-0.11.2-3.fc22
openSUSE-SU-2015:0644-1: moderate: Security update for php5

Oracle Solaris Third Party Bulletin - July 2015

'[security bulletin] HPSBMU03409 rev.1 - HP Matrix Operating Environment, Multiple Vulnerabilities' - MARC
PHP :: Sec Bug #69253 :: ZIP Integer Overflow leads to writing past heap boundary
[SECURITY] Fedora 20 Update: mingw-libzip-0.11.2-3.fc20

About the security content of OS X El Capitan v10.11 - Apple Support

[SECURITY] Fedora 22 Update: libzip-0.11.2-5.fc22

Debian -- Security Information -- DSA-3198-1 php5

[SECURITY] Fedora 21 Update: mingw-libzip-0.11.2-3.fc21

PHP: PHP 5 ChangelLog

208.43.231.11 Git - php-src.git/commit
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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