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AVLACUAUNCIPAN Certain versions of Mysql from Oracle contain the following
’ vulnerability:

Unspecified vulnerability in the MySQL Utilities component in Oracle
MySQL 1.5.1 and earlier, when running on Windows, allows local users
to affect integrity via unknown vectors related to Installation.

CVE-2015-2576 has been assigned by ¢ secalert_us@oracle.com to track the vulnerability

CVSS2 Score: f2ii=Low

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link
MySQL Multiple Bugs Let Remote Users Deny (%) SECTRACK 1032121
Service, Remote Authenticated Users Partially

Access and Modify Data, and Local Users Partially
Modify Data on the Target System - SecurityTracker

[security-announce] SUSE-SU-2015:0946-1: 9 SUSE SUSE-SU-2015:0946
important: Security update for

lists.opensuse.org
text/html

Oracle Critical Patch Update - April 2015 O CONFIRM
endor Advisory www.oracle.com/technetwork/topics/security/cpuapr2015-
www.oracle.com 2365600.html

text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
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are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type
Application

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

cpe:2.3:a:oracle:mysq|l

Vendor

Oracle

Suse

Suse

Suse

Suse

Suse

Suse

Suse

Suse

Product
Mysql

Linux Enterprise Desktop

Linux Enterprise Desktop

Linux Enterprise Server

Linux Enterprise Server

Linux Enterprise Server

Linux Enterprise Server

Linux Enterprise Software Development Kit

Linux Enterprise Software Development Kit

Lk kKK kK Lk Lk,

KKk akak k.
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cpe:2.3:0:suse:linux_enterprise_server:11:sp3:*:*:**:*:*:
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No vendor comments have been submitted for this CVE
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