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CVE CVE-2015-2682
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-03-26 14:59:00 UTC
Updated 2019-02-05 18:15:00 UTC
Description Citrix Command Center before 5.1 Build 35.4 and 5.2 before Build 42.7 allows remote attackers to obtain credentials via a ¢
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Risk And Classification

Problem Types: CWE-17

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Citrix Command Center 5.1 All All All
Application Citrix Command Center 5.2 All All All
Application Citrix Command Center 5.1 All All All
Application Citrix Command Center 5.2 All All All

References
Reference Source Link
Full Disclosure: Citrix Command Center allows downloading of configuration files FULLDISC seclists.org
Citrix Command Center Configuration Disclosure ~ Packet Storm MISC packetstorm
Securify - security advisories - Citrix Command Center allows downloading of configuration files MISC www.securi
Citrix Command Center CVE-2015-2682 Arbitrary File Download Vulnerabilitiy BID www.securil
Vulnerabilities in Citrix Command Center Could Result in Credential Disclosure and Host Compromise CONFIRM support.citri:

Citrix Command Center Bugs Let Remote Users Download Files and Execute Arbitrary Code - SecurityTracker SECTRACK  www.securil

Citrix Command Center - Credential Disclosure EXPLOIT-DB  www.exploit
CVE Program record CVE.ORG WWW.CVE.Or
NVD vulnerability detail NVD nvd.nist.gov
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http://seclists.org/fulldisclosure/2015/Mar/126
http://packetstormsecurity.com/files/130928/Citrix-Command-Center-Configuration-Disclosure.html
https://www.securify.nl/advisory/SFY20140802/citrix_command_center_allows_downloading_of_configuration_files.html
http://www.securityfocus.com/bid/73309
http://support.citrix.com/article/CTX200584
http://www.securitytracker.com/id/1031993
https://www.exploit-db.com/exploits/36441/
https://www.cve.org/CVERecord?id=CVE-2015-2682
https://nvd.nist.gov/vuln/detail/CVE-2015-2682

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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