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CVE CVE-2015-2704
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-05-18 15:59:00 UTC
Updated 2016-12-03 03:05:00 UTC
Description realmd allows remote attackers to inject arbitrary configurations in to sssd.conf and smb.conf via a newline character in an |

4 [

1|

Risk And Classification

Problem Types: CWE-74

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Realmd Project Realmd All All All All

Reference Source Link Tags

Bug 89207 — Strictly validate info destined for config files CONFIRM bugs.freedesktop.org Vendor Advisory
[SECURITY] Fedora 21 Update: realmd-0.15.2-2.fc21 FEDORA lists.fedoraproject.org

[SECURITY] Fedora 22 Update: realmd-0.16.0-1.fc22 FEDORA lists.fedoraproject.org

Oracle Linux Bulletin - October 2015 CONFIRM  www.oracle.com

realmd CVE-2015-2704 Remote Code Execution Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG WWW.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

900896 Common Base Linux Mariner (CBL-Mariner) Security Update for realmd (7338)
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