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Summary

CVE CVE-2015-2709

State PUBLIC

Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-05-14 10:59:00 UTC

Updated 2023-09-12 14:55:00 UTC

Description Multiple unspecified vulnerabilities in the browser engine in Mozilla Firefox before 38.0 allow remote attackers to cause a denial of service (memory corruption and application crash) or possibly execute arbitrary code via unknown vectors.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox All All All All

Operating System Novell Suse Linux Enterprise Desktop 12.0 All All All

Operating System Novell Suse Linux Enterprise Desktop 12.0 All All All

Operating System Novell Suse Linux Enterprise Server 12.0 All All All

Operating System Novell Suse Linux Enterprise Server 12.0 All All All

Application Novell Suse Linux Enterprise Software Development Kit 12.0 All All All

Operating System Novell Suse Linux Enterprise Software Development Kit 12.0 All All All

Operating System Novell Suse Linux Enterprise Software Development Kit 12.0 All All All

Operating System Opensuse Opensuse 13.1 All All All

Operating System Opensuse Opensuse 13.2 All All All

Operating System Opensuse Opensuse 13.1 All All All

Operating System Opensuse Opensuse 13.2 All All All

References

Reference Source Link Tags

Oracle Solaris Bulletin - April 2016 CONFIRM www.oracle.com

Mozilla Firefox Firefox ESR and Thunderbird Multiple Memory Corruption Vulnerabilities BID www.securityfocus.com
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Access Denied CONFIRM bugzilla.mozilla.org

1128064 – crash in nsPluginInstanceOwner::GetDocument(nsIDocument**) CONFIRM bugzilla.mozilla.org

[security-announce] SUSE-SU-2015:0978-1: important: Security update for SUSE lists.opensuse.org

Mozilla Products: Multiple vulnerabilities (GLSA 201605-06) — Gentoo security GENTOO security.gentoo.org

Access Denied CONFIRM bugzilla.mozilla.org

Access Denied CONFIRM bugzilla.mozilla.org

Access Denied CONFIRM bugzilla.mozilla.org

openSUSE-SU-2015:0934-1: moderate: Security update for MozillaFirefox SUSE lists.opensuse.org

[security-announce] SUSE-SU-2015:0960-1: important: Security update for SUSE lists.opensuse.org

Miscellaneous memory safety hazards (rv:38.0 / rv:31.7) — Mozilla CONFIRM www.mozilla.org Vendor Advisory

Access Denied CONFIRM bugzilla.mozilla.org

Access Denied CONFIRM bugzilla.mozilla.org

Security Advisories for Thunderbird — Mozilla CONFIRM www.mozilla.org

Access Denied CONFIRM bugzilla.mozilla.org

USN-2602-1: Firefox vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

Access Denied CONFIRM bugzilla.mozilla.org

Red Hat Customer Portal REDHAT rhn.redhat.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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