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CVE CVE-2015-2713
State PUBLISHED
Assigner mozilla

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-05-14 10:59:06 UTC
Updated 2026-05-06 22:30:45 UTC
Description Use-after-free vulnerability in the SetBreaks function in Mozilla Firefox before 38.0, Firefox ESR 31.x before 31.7, and Thur

/ |

Risk And Classification

Primary CVSS: v2.0 6.8 from nvd@nist.gov

AV:N/AC:M/Au:N/C:P/I:P/A:P

Problem Types: NVD-CWE-Other | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox 31.0 All All All


https://cve.report/
https://cve.report/CVE-2015-2713/mitre
https://cve.report/CVE-2015-2713/nist
https://cve.report/CVE-2015-2713/cve_org
https://cve.report/api/cve/CVE-2015-2713.json
https://cve.report/CVE-2015-2713.pdf
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox

Application Mozilla Firefox 31.1.0 All All All
Application Mozilla Firefox 31.1.1 All All All
Application Mozilla Firefox 31.3.0 All All All
Application Mozilla Firefox 31.51 All All All
Application Mozilla Firefox 31.5.2 All All All
Application Mozilla Firefox 31.5.3 All All All
Application Mozilla Firefox All All All All
Application Mozilla Firefox Esr 31.1 All All All
Application Mozilla Firefox Esr 31.2 All All All
Application Mozilla Firefox Esr 31.3 All All All
Application Mozilla Firefox Esr 31.4 All All All
Application Mozilla Firefox Esr 31.5 All All All
Application Mozilla Firefox Esr 31.6.0 All All All
Application Mozilla Thunderbird All All All All
Operating System Novell Suse Linux Enterprise Desktop 12.0 All All All
Operating System Novell Suse Linux Enterprise Server 12.0 All All All
Application Novell Suse Linux Enterprise Software Development Kit 12.0 All All All
Operating System Opensuse  Opensuse 13.1 All All All
Operating System Opensuse  Opensuse 13.2 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source Link
Access Denied af854a3a-2127-422b-91ae-364da2661108 bugzilla.mc
[security-announce] SUSE-SU-2015:0960-1: important: Security update for af854a3a-2127-422b-91ae-364da2661108 lists.opens
openSUSE-SU-2015:0934-1: moderate: Security update for MozillaFirefox af854a3a-2127-422b-91ae-364da2661108 lists.opens
Security Advisories for Thunderbird — Mozilla af854a3a-2127-422b-91ae-364da2661108  www.mozil
Use-after-free during text processing with vertical text enabled — Mozilla af854a3a-2127-422b-91ae-364da2661108  www.mozil
Red Hat Customer Portal af854a3a-2127-422b-91ae-364da2661108 rhn.redhat.
USN-2602-1: Firefox vulnerabilities | Ubuntu af854a3a-2127-422b-91ae-364da2661108  www.ubun
Mozilla Products: Multiple vulnerabilities (GLSA 201605-06) — Gentoo security af854a3a-2127-422b-91ae-364da2661108 security.ge
Mozilla Firefox and Thunderbird MFSA 2015-48 through -58 Multiple Vulnerabilities af854a3a-2127-422b-91ae-364da2661108 www.secul
Red Hat Customer Portal af854a3a-2127-422b-91ae-364da2661108 rhn.redhat.
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http://cve.report/vendor/novell
http://cve.report/software/novell/suse_linux_enterprise_desktop
http://cve.report/vendor/novell
http://cve.report/software/novell/suse_linux_enterprise_server
http://cve.report/vendor/novell
http://cve.report/software/novell/suse_linux_enterprise_software_development_kit
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://bugzilla.mozilla.org/show_bug.cgi?id=1153478
http://lists.opensuse.org/opensuse-security-announce/2015-05/msg00054.html
http://lists.opensuse.org/opensuse-updates/2015-05/msg00036.html
https://www.mozilla.org/en-US/security/known-vulnerabilities/thunderbird/#thunderbird31.7
http://www.mozilla.org/security/announce/2015/mfsa2015-51.html
http://rhn.redhat.com/errata/RHSA-2015-0988.html
http://www.ubuntu.com/usn/USN-2602-1
https://security.gentoo.org/glsa/201605-06
http://www.securityfocus.com/bid/74611
http://rhn.redhat.com/errata/RHSA-2015-1012.html
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Debian -- Security Information -- DSA-3260-1 iceweasel

Debian -- Security Information -- DSA-3264-1 icedove

[security-announce] SUSE-SU-2015:0978-1: important: Security update for
[security-announce] openSUSE-SU-2015:0892-1: important: Update to Firefo
[security-announce] openSUSE-SU-2015:1266-1: important: Mozilla (Firefox
Oracle Solaris Bulletin - April 2016
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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