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CVE CVE-2015-2716
State PUBLIC
Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2015-05-14 10:59:00 UTC
Updated 2023-09-12 14:55:00 UTC

Description Buffer overflow in the XML parser in Mozilla Firefox before 38.0, Firefox ESR 31.x before 31.7, and Thunderbird before 31.’

/ |

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Mozilla Firefox All All All All
Application Mozilla Firefox Esr 31.0 All All All
Application Mozilla Firefox Esr 31.1 All All All
Application Mozilla Firefox Esr 31.1.0 All All All
Application Mozilla Firefox Esr 31.1.1 All All All
Application Mozilla Firefox Esr 31.2 All All All
Application Mozilla Firefox Esr 31.3 All All All
Application Mozilla Firefox Esr 31.3.0 All All All
Application Mozilla Firefox Esr 31.4 All All All
Application Mozilla Firefox Esr 31.5 All All All
Application Mozilla Firefox Esr 31.5.1 All All All
Application Mozilla Firefox Esr 31.5.2 All All All
Application Mozilla Firefox Esr 31.5.3 All All All
Application Mozilla Firefox Esr 31.6.0 All All All
Application Mozilla Firefox Esr 31.0 All All All
Application Mozilla Firefox Esr 31.1 All All All
Application Mozilla Firefox Esr 31.1.0 All All All
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Application Mozilla Firefox Esr 31.1.1 All All All
Application Mozilla Firefox Esr 31.2 All All All
Application Mozilla Firefox Esr 31.3 All All All
Application Mozilla Firefox Esr 31.8.0 All All All
Application Mozilla Firefox Esr 31.4 All All All
Application Mozilla Firefox Esr 31.5 All All All
Application Mozilla Firefox Esr 31.5.1 All All All
Application Mozilla Firefox Esr 31.5.2 All All All
Application Mozilla Firefox Esr 31.5.3 All All All
Application Mozilla Firefox Esr 31.6.0 All All All
Application Mozilla Thunderbird All All All All
Operating System Novell Suse Linux Enterprise Desktop 12.0 All All All
Operating System Novell Suse Linux Enterprise Desktop 12.0 All All All
Operating System Novell Suse Linux Enterprise Server 12.0 All All All
Operating System Novell Suse Linux Enterprise Server 12.0 All All All
Application Novell Suse Linux Enterprise Software Development Kit 12.0 All All All
Operating System Novell Suse Linux Enterprise Software Development Kit 12.0 All All All
Operating System Novell Suse Linux Enterprise Software Development Kit 12.0 All All All
Operating System Opensuse  Opensuse 13.1 All All All
Operating System Opensuse  Opensuse 13.2 All All All
Operating System Opensuse  Opensuse 13.1 All All All
Operating System Opensuse  Opensuse 13.2 All All All
Operating System Oracle Solaris 11.3 All All All
Operating System Oracle Solaris 11.3 All All All
Reference

Oracle Solaris Bulletin - April 2016

Mozilla Firefox and Thunderbird MFSA 2015-48 through -58 Multiple Vulnerabilities
[security-announce] SUSE-SU-2015:0978-1: important: Security update for

Mozilla Products: Multiple vulnerabilities (GLSA 201605-06) — Gentoo security
Red Hat Customer Portal

Buffer overflow when parsing compressed XML — Mozilla

[security-announce] openSUSE-SU-2015:1266-1: important: Mozilla (Firefox

[security-announce] openSUSE-SU-2015:0892-1: important: Update to Firefo
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Security Bulletin - Policy Auditor update tixes muitiple vuinerabpllities in third-party lioraries (CVE-2016-U/18, CVE-2016-44 /2, GVE-2016-53UU
openSUSE-SU-2015:0934-1: moderate: Security update for MozillaFirefox

Debian -- Security Information -- DSA-3264-1 icedove

mozilla-esr31: changeset 201170:2f3e78643f5cc49e367917cebd71ea90f7b54378

Access Denied

[security-announce] SUSE-SU-2015:0960-1: important: Security update for

Debian -- Security Information -- DSA-3260-1 iceweasel

USN-2603-1: Thunderbird vulnerabilities | Ubuntu

[R2] PVS 5.2.0 Fixes Multiple Third-party Library Vulnerabilities - Security Advisory | Tenable Network Security
Security Advisories for Thunderbird — Mozilla

USN-2602-1: Firefox vulnerabilities | Ubuntu

Red Hat Customer Portal

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

377261 Alibaba Cloud Linux Security Update for expat (ALINUX2-SA-2020:0063)
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