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CVE CVE-2015-2721
State PUBLIC
Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-07-06 02:00:00 UTC
Updated 2023-09-12 14:55:00 UTC
Description Mozilla Network Security Services (NSS) before 3.19, as used in Mozilla Firefox before 39.0, Firefox ESR 31.x before 31.8

/ |

1|

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical  Ubuntu Linux 12.04 All All All
Operating System Canonical  Ubuntu Linux 14.04 All All All
Operating System Canonical  Ubuntu Linux 14.10 All All All
Operating System Canonical  Ubuntu Linux 15.04 All All All
Operating System Canonical  Ubuntu Linux 12.04 All All All
Operating System Canonical  Ubuntu Linux 14.04 All All All
Operating System Canonical  Ubuntu Linux 14.10 All All All
Operating System Canonical ~ Ubuntu Linux 15.04 All All All
Operating System Debian Debian Linux 7.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 7.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Application Mozilla Firefox All All All All
Application Mozilla Firefox All All All All
Application Mozilla Firefox Esr 31.0 All All All
Application Mozilla Firefox Esr 311 All All All
Application Mozilla Firefox Esr 31.1.0 All All All


https://cve.report/
https://cve.report/CVE-2015-2721/mitre
https://cve.report/CVE-2015-2721/nist
https://cve.report/CVE-2015-2721/cve_org
https://cve.report/CVE-2015-2721.pdf
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Operating System
Operating System
Operating System

Operating System

Mozilla

Mozilla

Mozilla

Mozilla

Mozilla

Mozilla

Mozilla

Mozilla

Mozilla

Mozilla

Mozilla

Mozilla

Mozilla

Mozilla

Mozilla

Mozilla

Mozilla

Mozilla

Mozilla

Mozilla

Mozilla

Mozilla

Mozilla

Mozilla

Mozilla

Mozilla

Mozilla

Mozilla

Mozilla

Mozilla

Mozilla

Novell

Novell

Novell

Novell

Firefox Esr

Firefox Esr

Firefox Esr

Firefox Esr

Firefox Esr

Firefox Esr

Firefox Esr

Firefox Esr

Firefox Esr

Firefox Esr

Firefox Esr

Firefox Esr

Firefox Esr

Firefox Esr

Firefox Esr

Firefox Esr

Firefox Esr

Firefox Esr

Firefox Esr

Firefox Esr

Firefox Esr

Firefox Esr

Firefox Esr

Firefox Esr

Firefox Esr

Firefox Esr

Firefox Esr

Network Security Services
Network Security Services
Thunderbird

Thunderbird

Suse Linux Enterprise Desktop
Suse Linux Enterprise Desktop
Suse Linux Enterprise Server

Suse Linux Enterprise Server

31.1.1

31.2

31.3

31.3.0

31.4

31.5

31.5.1

31.5.2

31.5.3

31.6.0

31.7.0

38.0

31.0

31.1

31.1.0

31.1.1

31.2

31.3

31.3.0

31.4

31.5

31.5.1

31.5.2

31.5.3

31.6.0

31.7.0

38.0

3.19

3.19

All

All

12.0

12.0

11

12.0

All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
sp4

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/network_security_services
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/network_security_services
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/novell
http://cve.report/software/novell/suse_linux_enterprise_desktop
http://cve.report/vendor/novell
http://cve.report/software/novell/suse_linux_enterprise_desktop
http://cve.report/vendor/novell
http://cve.report/software/novell/suse_linux_enterprise_server
http://cve.report/vendor/novell
http://cve.report/software/novell/suse_linux_enterprise_server

Operating System Novell Suse Linux Enterprise Server 11 sp4 All All
Operating System Novell Suse Linux Enterprise Server 12.0 All All All
Application Novell Suse Linux Enterprise Software Development Kit 12.0 All All All
Operating System Novell Suse Linux Enterprise Software Development Kit 12.0 All All All
Operating System Novell Suse Linux Enterprise Software Development Kit 12.0 All All All
Operating System Oracle Solaris 11.3 All All All
Operating System Oracle Solaris 11.3 All All All
Operating System Oracle Vm Server 3.2 All All All
Operating System Oracle Vm Server 3.2 All All All
Reference

Oracle Solaris Bulletin - April 2016

Oracle Critical Patch Update Advisory - April 2016

[security-announce] openSUSE-SU-2015:1229-1: important: Security update

miTLS - A verified reference implementation of TLS

USN-2672-1: NSS vulnerabilities | Ubuntu

Oracle Critical Patch Update - July 2016

Oracle July 2016 Critical Patch Update Multiple Vulnerabilities

Debian -- Security Information -- DSA-3336-1 nss

[security-announce] SUSE-SU-2015:1268-1: important: Security update for
USN-2656-2: Firefox vulnerabilities | Ubuntu

[security-announce] openSUSE-SU-2015:1266-1: important: Mozilla (Firefox
USN-2673-1: Thunderbird vulnerabilities | Ubuntu

Mozilla Firefox Multiple Flaws Let Remote Users Execute Arbitrary Code, Obtain Potentially Sensitive Information, Bypass Security Restriction
Oracle Solaris Third Party Bulletin - October 2015

[security-announce] SUSE-SU-2015:1269-1: important: Security update for

Mozilla Network Security Services CVE-2015-2721 Security Bypass Vulnerability
Oracle VM Server for x86 Bulletin - July 2016

1086145 — (CVE-2015-2721) NSS incorrectly permits skipping of ServerKeyExchange
Mozilla Network Security Service (NSS): Multiple vulnerabilities (GLSA 201701-46) — Gentoo security
Debian -- Security Information -- DSA-3324-1 icedove

[security-announce] SUSE-SU-2015:1449-1: important: Security update for
USN-2656-1: Firefox vulnerabilities | Ubuntu

NSS 3.19 release notes - Mozilla | MDN

NSS incorrectly permits skipping of ServerKeyExchange — Mozilla
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Red Hat Customer Portal

Mozilla Products: Multiple vulnerabilities (GLSA 201512-10) — Gentoo Security

Red Hat Customer Portal

Mozilla Thunderbird Multiple Flaws Let Remote Users Execute Arbitrary Code, Obtain Potentially Sensitive Information, and Bypass Security F
Mozilla Firefox/Thunderbird Multiple Security Vulnerabilities

CVE Program record

NVD vulnerability detail

/

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

710518 Gentoo Linux Mozilla Network Security Service (NSS) Multiple Vulnerabilities (GLSA 201701-46)
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