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Summary

CVE CVE-2015-2727

State PUBLIC

Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-07-06 02:00:00 UTC

Updated 2016-12-28 02:59:00 UTC

Description Mozilla Firefox 38.0 and Firefox ESR 38.0 allow user-assisted remote attackers to read arbitrary files or execute arbitrary JavaScript code with chrome privileges via a crafted web site that is accessed with unspecified mouse and keyboard actions. 

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox 38.0 All All All

Application Mozilla Firefox 38.0 All All All

Application Mozilla Firefox Esr 38.0 All All All

Application Mozilla Firefox Esr 38.0 All All All

References

Reference

Oracle Solaris Bulletin - April 2016

[security-announce] openSUSE-SU-2015:1229-1: important: Security update

Red Hat Customer Portal

USN-2656-2: Firefox vulnerabilities | Ubuntu

Mozilla Firefox Multiple Flaws Let Remote Users Execute Arbitrary Code, Obtain Potentially Sensitive Information, Bypass Security Restrictions, and Gain Elevated Privileges - SecurityTracker

Local files or privileged URLs in pages can be opened into new tabs — Mozilla

USN-2656-1: Firefox vulnerabilities | Ubuntu

Mozilla Products: Multiple vulnerabilities (GLSA 201512-10) — Gentoo Security

Access Denied

Mozilla Firefox/Thunderbird Multiple Security Vulnerabilities

https://cve.report/
https://cve.report/CVE-2015-2727/mitre
https://cve.report/CVE-2015-2727/nist
https://cve.report/CVE-2015-2727/cve_org
https://cve.report/api/cve/CVE-2015-2727.json
https://cve.report/CVE-2015-2727.pdf
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://www.oracle.com/technetwork/topics/security/bulletinapr2016-2952098.html
http://lists.opensuse.org/opensuse-security-announce/2015-07/msg00025.html
http://rhn.redhat.com/errata/RHSA-2015-1207.html
http://www.ubuntu.com/usn/USN-2656-2
http://www.securitytracker.com/id/1032783
http://www.mozilla.org/security/announce/2015/mfsa2015-60.html
http://www.ubuntu.com/usn/USN-2656-1
https://security.gentoo.org/glsa/201512-10
https://bugzilla.mozilla.org/show_bug.cgi?id=1163422
http://www.securityfocus.com/bid/75541


CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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