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Summary

CVE CVE-2015-2730

State PUBLIC

Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-07-06 02:01:00 UTC

Updated 2023-09-12 14:55:00 UTC

Description Mozilla Network Security Services (NSS) before 3.19.1, as used in Mozilla Firefox before 39.0, Firefox ESR 31.x before 31.8 and 38.x before 38.1, and other products, does not properly perform Elliptical Curve Cryptography (ECC) multiplications, which makes it easier for remote attackers to spoof ECDSA signatures via unspecified vectors.

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Application Mozilla Firefox All All All All

Application Mozilla Firefox All All All All

Application Mozilla Firefox Esr 31.0 All All All

Application Mozilla Firefox Esr 31.1 All All All

Application Mozilla Firefox Esr 31.1.0 All All All

Application Mozilla Firefox Esr 31.1.1 All All All

Application Mozilla Firefox Esr 31.2 All All All

Application Mozilla Firefox Esr 31.3 All All All

Application Mozilla Firefox Esr 31.3.0 All All All

Application Mozilla Firefox Esr 31.4 All All All

Application Mozilla Firefox Esr 31.5 All All All

Application Mozilla Firefox Esr 31.5.1 All All All

Application Mozilla Firefox Esr 31.5.2 All All All
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Application Mozilla Firefox Esr 31.5.2 All All All

Application Mozilla Firefox Esr 31.5.3 All All All

Application Mozilla Firefox Esr 31.6.0 All All All

Application Mozilla Firefox Esr 31.7.0 All All All

Application Mozilla Firefox Esr 38.0 All All All

Application Mozilla Firefox Esr 31.0 All All All

Application Mozilla Firefox Esr 31.1 All All All

Application Mozilla Firefox Esr 31.1.0 All All All

Application Mozilla Firefox Esr 31.1.1 All All All

Application Mozilla Firefox Esr 31.2 All All All

Application Mozilla Firefox Esr 31.3 All All All

Application Mozilla Firefox Esr 31.3.0 All All All

Application Mozilla Firefox Esr 31.4 All All All

Application Mozilla Firefox Esr 31.5 All All All

Application Mozilla Firefox Esr 31.5.1 All All All

Application Mozilla Firefox Esr 31.5.2 All All All

Application Mozilla Firefox Esr 31.5.3 All All All

Application Mozilla Firefox Esr 31.6.0 All All All

Application Mozilla Firefox Esr 31.7.0 All All All

Application Mozilla Firefox Esr 38.0 All All All

Application Mozilla Network Security Services All All All All

Operating System Novell Suse Linux Enterprise Desktop 12.0 All All All

Operating System Novell Suse Linux Enterprise Desktop 12.0 All All All

Operating System Novell Suse Linux Enterprise Server 11 sp4 All All

Operating System Novell Suse Linux Enterprise Server 12.0 All All All

Operating System Novell Suse Linux Enterprise Server 11 sp4 All All

Operating System Novell Suse Linux Enterprise Server 12.0 All All All

Application Novell Suse Linux Enterprise Software Development Kit 12.0 All All All

Operating System Novell Suse Linux Enterprise Software Development Kit 12.0 All All All

Operating System Novell Suse Linux Enterprise Software Development Kit 12.0 All All All

Operating System Oracle Solaris 11.3 All All All

Operating System Oracle Solaris 11.3 All All All

Operating System Oracle Vm Server 3.2 All All All

Operating System Oracle Vm Server 3.2 All All All
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Reference

Oracle Solaris Bulletin - April 2016

[security-announce] openSUSE-SU-2015:1229-1: important: Security update

USN-2672-1: NSS vulnerabilities | Ubuntu

NSS 3.19.1 release notes - Mozilla | MDN

Debian -- Security Information -- DSA-3336-1 nss

Red Hat Customer Portal

[security-announce] SUSE-SU-2015:1268-1: important: Security update for

USN-2656-2: Firefox vulnerabilities | Ubuntu

[security-announce] openSUSE-SU-2015:1266-1: important: Mozilla (Firefox

Mozilla Network Security Services CVE-2015-2730 Security Bypass Vulnerability

Mozilla Firefox Multiple Flaws Let Remote Users Execute Arbitrary Code, Obtain Potentially Sensitive Information, Bypass Security Restrictions, and Gain Elevated Privileges - SecurityTracker

Oracle Solaris Third Party Bulletin - October 2015

[security-announce] SUSE-SU-2015:1269-1: important: Security update for

Oracle VM Server for x86 Bulletin - July 2016

[security-announce] SUSE-SU-2015:1449-1: important: Security update for

USN-2656-1: Firefox vulnerabilities | Ubuntu

Mozilla Products: Multiple vulnerabilities (GLSA 201512-10) — Gentoo Security

Red Hat Customer Portal

ECDSA signature validation fails to handle some signatures correctly — Mozilla

Mozilla Firefox/Thunderbird Multiple Security Vulnerabilities

1125025 – (CVE-2015-2730) ECC correctness issues

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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