
CVE-2015-2793
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2015-2793

State PUBLIC

Assigner security@debian.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-21 20:15:00 UTC

Updated 2023-11-07 02:25:00 UTC

Description Cross-site scripting (XSS) vulnerability in templates/openid-selector.tmpl in ikiwiki before 3.20150329 allows remote attackers to inject arbitrary web script or HTML via the openid_identifier parameter in a verify action to ikiwiki.cgi.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 20 All All All

Operating System Fedoraproject Fedora 21 All All All

Operating System Fedoraproject Fedora 22 All All All

Operating System Fedoraproject Fedora 20 All All All

Operating System Fedoraproject Fedora 21 All All All

Operating System Fedoraproject Fedora 22 All All All

Application Ikiwiki Ikiwiki All All All All

Application Ikiwiki Ikiwiki All All All All

References

Reference Source Link

Bug 1207210 – CVE-2015-2793 ikiwiki: cross-site scripting via openid_identifier MISC bugzilla.redhat.com

[SECURITY] Fedora 20 Update: ikiwiki-3.20150329-1.fc20 MISC lists.fedoraproject.org

[SECURITY] Fedora 21 Update: ikiwiki-3.20150329-1.fc21 MISC lists.fedoraproject.org

oss-security - Re: CVE Request: ikiwiki: cross-site scripting via openid_identifier MISC openwall.com

source.ikiwiki.branchable.com Git - source.git/commitdiff source.ikiwiki.branchable.com

#781483 - ikiwiki: CVE-2015-2793: cross-site scripting via openid_identifier - Debian Bug report logs MISC bugs.debian.org

https://cve.report/
https://cve.report/CVE-2015-2793/mitre
https://cve.report/CVE-2015-2793/nist
https://cve.report/CVE-2015-2793/cve_org
https://cve.report/api/cve/CVE-2015-2793.json
https://cve.report/CVE-2015-2793.pdf
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/ikiwiki
http://cve.report/software/ikiwiki/ikiwiki
http://cve.report/vendor/ikiwiki
http://cve.report/software/ikiwiki/ikiwiki
https://bugzilla.redhat.com/show_bug.cgi?id=1207210
http://lists.fedoraproject.org/pipermail/package-announce/2015-May/157025.html
http://lists.fedoraproject.org/pipermail/package-announce/2015-May/157023.html
http://openwall.com/lists/oss-security/2015/03/31/1
http://source.ikiwiki.branchable.com/?p=source.git%253Ba=commitdiff%253Bh=18dfba868fe2fb9c64706b2123eb0b3a3ce66a77
https://bugs.debian.org/cgi-bin/bugreport.cgi?bug=781483


oss-security - CVE Request: ikiwiki: cross-site scripting via openid_identifier MISC openwall.com

[SECURITY] Fedora 22 Update: ikiwiki-3.20150329-1.fc22 MISC lists.fedoraproject.org

source.ikiwiki.branchable.com Git - source.git/commitdiff MISC source.ikiwiki.branchable.com

XSS Alert...!!! MISC ikiwiki.info

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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